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ABSTRACT
Current NFVs assign packets to CPU cores at flow granularity,
where each flow is pinned to a single CPU. This approach is ef-
ficient under most scenarios but has exposed limitations when
handling elephant flows. These “heavy hitters” overwhelm single
cores, creating bottlenecks that affect overall throughput and de-
grade service quality. As networks scale to higher-speed links and
core-rich CPUs, these imbalances becomemore severe. In this paper,
we propose ParaFlowO, an architecture that Parallelizes process-
ing elephant Flows across multiple CPU cores while preserving
in-Order delivery. ParaFlowO breaks elephant flows into flowlets
and dynamically rotates them across multiple cores. It integrates
a lightweight reordering mechanism to preserve packet order and
controls parallelism to mitigate contention on shared state. Prelimi-
nary evaluations show that ParaFlowO offers a practical solution
to mixed-grained parallelism in stateful middleboxes.

CCS CONCEPTS
• Networks→ Packet scheduling; Network resources alloca-
tion; Middle boxes / network appliances; Cloud computing.

KEYWORDS
Network Function Virtualization; Stateful Middleboxes; Elephant
Flows; Flowlet Switching; Parallel Packet Processing; Intra-Server
Load Balancing

ACM Reference Format:
Changgang Zheng, Bowen Yang, Jin Ke, Ye Yang, Enge Song, Haonan Li,
Zihao Fan, Mingxin Li, Yilong Lv, Yisong Qiao, Jun Liang, Donglin Lai,
Bengbeng Xue, Yang Song, Xing Li, RongWen, Zhigang Zong, and Shunmin
Zhu. 2026. Single-Core Hotspots on Your VNF? Break Them Up!. In The
10th Asia-Pacific Workshop on Networking (APNet 2026), August 06–07, 2026,
Singapore, Singapore. ACM, New York, NY, USA, 8 pages. https://doi.org/10.
1145/3820441.3820442

1 INTRODUCTION
Network Function Virtualization (NFV) has emerged as a foun-
dational technology for modern cloud infrastructure [12]. Cloud
providers such as AmazonWeb Services and Alibaba Cloud deploy a
wide range of virtualized network functions (VNFs), including load
balancers, NAT gateways, and firewalls, on general-purpose CPUs
running inside virtual machines (VMs) [32, 33, 37]. These VNFs
serve millions of users across large-scale, multi-tenant data centers
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and are expected to sustain high throughput and low latency under
diverse workloads.

Current NFV platforms typically adopt a per-core processing
model [30, 31], where each CPU core independently handles a sub-
set of network flows. This design choice mainly focused on avoiding
1) packet out-of-order [16, 24] and 2) resource contention [4, 17, 21].
However, this model is highly sensitive to traffic patterns. In the case
of handling elephant flows, some cores may become overloaded
while others remain underutilized [26, 35], forming single-core
hotspots, resulting in degraded throughput, increased latency, and
poor user experience.

To mitigate core imbalance, several intra-server load balancing
techniques have been implemented. Hardware-based Receive Side
Scaling (RSS) [22] uses static hash-based mapping to distribute
flows across cores, but lacks responsiveness to workload dynam-
ics and fails under elephant flow [26, 30, 47]. Userspace dispatch-
ers [15, 25, 28, 29], such as those implemented with DPDK [36],
allow dynamic flow migration based on runtime telemetry, but
introduce high CPU overhead, engineering complexity, and packet
reordering challenges. Kernel-space or hardware-assisted alterna-
tives [21] often suffer from limitations in flexibility or generality.
As a result, many production systems apply coarse-grained static
mappings for simplicity, performance, and generality, at the cost of
single-core hotspots.

These trade-offs leave a question: how can NFVs achieve fine-
grained load balancing toward CPU cores without sacrificing simplic-
ity, performance, and generality?

We observe that, in most cloud environments, traffic destined
for VM-based VNF must first traverse a virtual switch (vSwitch) [3,
23, 40]. This creates an opportunity to offload intra-server load
balancing to vSwitch, using its own compute andmemory resources,
before packets reach the VM.

In this paper, we present the motivation, design, and preliminary
analysis of a vSwitch-assisted intra-server load balancing system.
Our design performs balancing in a finer-grained manner, mitigates
VNF hotspots, and is transparent to VNFs. Although still in the
early stages, this system is being developed as part of our next-
generation VNF system, with the goal of deployment in a major
cloud provider.

2 BACKGROUND
2.1 VNF Architecture
VNFs enable network services in cloud environments by leverag-
ing VM-based deployments on Virtual Private Cloud (VPC) infras-
tructure, supporting multi-tenancy, elastic resource allocation, and
rapid scaling [12]. A large portion of them, like NAT gateways,
load balancers, and firewalls, require maintaining session states for
correct operation.
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Figure 1: The fast and slow path processing architecture of
VNF, and its potential single-core hotspots issue.

Major cloud providers employ a fast-slow path architecture [7, 9,
38] in VM deployment scenarios. The fast path handles the majority
of packet forwarding and is data-intensive, and the slow path man-
ages complex control logic and is compute-intensive. In this layered
model, the fast path performs match-action processing using flow
keys (e.g., 5-tuples). When a packet misses existing flow entries, it
is redirected to the slow path through APIs, as shown in Figure 1.
The slow path processes the packet and installs new rules back to
the fast path for handling subsequent packets.

This separation improves modularity, scalability, and resource
efficiency. However, despite advantages, VNFs still suffer from per-
formance bottlenecks at finer granularity. We now turn to one such
issue, single-core hotspots, that frequently arise in cloud-scale VNF
deployments.

2.2 Single-Core Hotspot Problem
2.2.1 Per-Core Processing Model. Although modern VNFs are im-
plemented on multi-core architectures, most still follow a flow-
affinity execution model: packets belonging to the same session
or flow are consistently steered to a single core within a VNF in-
stance [6]. Flows are first distributed across VNF instances (e.g., via
service-level load balancers). Then, within each instance, flow-level
load balancingmaps each flow to a fixed RX queue and consequently
to a specific CPU core. This design choice is primarily driven by
two factors:

• Avoiding packet out-of-order [16, 24]. In VM-based en-
vironments, maintaining in-order delivery when a flow is
processed across multiple cores requires synchronization or
software-based reordering. Such mechanisms consume sig-
nificant CPU cycles and reduce overall resource availability,
limiting the number of VNFs that can be co-located on a
server and thereby increasing operational costs.

• Avoiding shared-state contention [4, 17, 21]. Since most
of the VNFs maintain per-flow or per-session states, concur-
rent access from multiple cores can introduce synchroniza-
tion overhead and degrade per-core performance.

Among these, the need to maintain packet order is the dominant
concern. Software-level reordering across cores incurs nontrivial
overhead, even outweighing potential gains from parallelism. As
a result, the system favors isolating flow processing to individual
cores, even at the cost of imbalanced CPU utilization under skewed
traffic distributions.
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Figure 2: Example of single-core hotspot alerts and weekly
alert breakdown in Alibaba Cloud’s VNF system. Bursts indi-
cate CPU hotspots caused by elephant flows. Once triggered,
alerts initiate protective actions.

2.2.2 Single-Core Hotspot Scenarios. Single-core hotspots are ob-
served in both the fast and slow paths, mainly resulting from ele-
phant flows. Fast path hotspots are more common due to their re-
sponsibility for handling the majority of packet processing. While
the slow path usually handles only the first packets of each flow,
under anomalous or adversarial conditions (e.g., SYN/FIN floods
caused by application unintended behavior or attacks), high vol-
umes of control-plane packets can also trigger CPU hotspots.

A typical case occurred in 2025 in Region A, where a fast-path
instance exhibited a clear single-core hotspot, as shown in Fig-
ure 2(a). The instance was with five cores: one reserved for control
tasks and four for data-plane processing. During this elephant flow
event, one processing core (CPU1) reached 50% utilization, while
the remaining three stayed below 15%. Given that the system is con-
figured to raise alerts at 40% utilization (to avoid operational risk),
this immediately activated a set of mitigation actions, including
instance scale-out/up or sandbox isolation. The alert also triggered
real-time operator intervention.

To understand the broader impact, we analyzed system-wide
alert logs over a one-week period. As shown in Figure 2(b), alerts
related to single-core hotspots accounted for 46.15% of the top-
two severity-level incidents and occurred more than 2,500 times,
comprising 12% of all alerts. These frequent and high-risk events
impose significant operational overhead and require a large on-call
team for real-time handling. Alleviating such hotspots, especially
those caused by elephant flows, can significantly enhance service
quality (e.g., lower jitter and latency), improve system stability, and
reduce operational costs for cloud providers.

2.3 Intra-Server Load Balancing
A variety of mechanisms have been developed to address intra-
server load imbalance. Static methods, such as RSS [22], hash packet
headers (e.g., 5-tuples) to select indirection table entries, mapping
flows to CPU cores while preserving flow affinity. However, such
static schemes are agnostic to runtime traffic dynamics. When faced
with elephant flows or traffic bursts, it can lead to CPU hotspots.

Dynamic solutions such as Shenango [25], Shinjuku [15], and
Caladan [10] introduce centralized schedulers inside the VM to
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enable runtime load redistribution. While these designs are ef-
fective in balancing traffic, they consume valuable CPU cycles,
reducing the available compute budget for actual VNF process-
ing. RingLeader [20] and isRSS [24] offload the scheduling logic
to the NIC, reducing VM overhead and achieving better efficiency.
Nonetheless, all these approaches fundamentally rely on task or
flow migration, which cannot overcome a key limitation: the per-
formance ceiling of a single CPU core. When a small number of
flows dominate total throughput, migration alone cannot eliminate
the bottleneck.

Another critical limitation of existing solutions is the lack of
strong packet ordering guarantees. Systems like RSS++ [4] and
isRSS [24] provide only best-effort ordering from the sender side
and lack an in-network or end-host reordering mechanism. While
Sprayer [30]makes a notable attempt by separating session-agnostic
packets and distributing them across multiple cores, it compromises
packet order and impacts application-level QoS, which remains a
significant barrier for commercial deployment. Intel DLB [21] is
a rare hardware-assisted solution that provides strict ordering se-
mantics. However, it incurs high CPU overhead during runtime
and is difficult to virtualize, limiting its applicability in multi-tenant
cloud environments.

These limitations reveal a fundamental gap: existing designs
are insufficient in addressing the single-core processing limit while
preserving packet order. Thismotivates the need for a new approach
that enables true per-flow parallelism with minimal overhead and
strong ordering guarantees in cloud-native settings.

3 DESIGN PRINCIPLES
While the single-core hotspot appears as a local performance bot-
tleneck, addressing it requires a holistic design of intra-server load
balancing. We summarize six design principles that such systems
should satisfy: (𝑷1) Balanced CPU utilization, ensuring traffic is
evenly distributed across cores tomaximize aggregate efficiency and
avoid idle cores. (𝑷2) High per-flow throughput, tolerating elephant
flows and bursty traffic without triggering single-core overloads to
maintain stability and reduce operational alerts. (𝑷3) Deterministic
service quality, preserving session integrity and in-order packet
delivery with low latency overhead to avoid user-perceived per-
formance degradation. (𝑷4) Cost efficiency, maximizing per-core
processing capacity, avoiding resource contention, and without
consuming CPU cycles allocated to VNFs. This allows more VNFs
to be consolidated on the same server, reducing the cost. (𝑷5) Gen-
erality and non-intrusiveness, requiring no VNF modifications or
VM cooperation to simplify deployment and maintain compatibility
with existing network functions. (𝑷6) Minimal offloaded resource
usage, leveraging SmartNICs or other co-processors in a lightweight
manner to fit constrained compute/memory budgets shared across
services.

4 PRELIMINARY DESIGN
Guided by the above principles, we present ParaFlowO, an effi-
cient intra-server load balancing system that eliminates single-core
hotspots by enabling per-flow parallelism with in-order delivery.
Unlike designs such as Shinjuku [15] and RSS++ [4], which rely
on runtime CPU load information for task migration, ParaFlowO

achieves load balancing using dynamic core affinity duration ad-
justed by locally collected processing delay, without requiring coop-
eration from the VM. Compared to Sprayer [30], which parallelizes
packets but causes out-of-order, ParaFlowO incorporates a light-
weight reordering module to maintain packet order, thereby pre-
serving application-level performance and user-perceived service
quality.
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Figure 3: ParaFlowO architecture and data processing work-
flow.

As shown in Figure 3, ParaFlowO introduces two key modules
inside the vSwitch: a Breakup module at ingress and a Reorder mod-
ule at egress. The Breakup module detects elephant flows and splits
them into flowlets based on time intervals, then dispatches them
across different cores. The Reorder module reassembles packets
in order based on sequence tags. An optional caching component
allows metadata-only reordering to reduce vSwitch memory and
bandwidth overhead. Below, we describe ParaFlowO’s ingress and
egress processes and discuss key design choices.

4.1 Ingress – Flow Breakup
The ingress pipeline consists of three major steps: switching logic,
reorder queue & packet sequence number (PSN) allocation, and
traffic scattering with parallel core control.

4.1.1 Basic Switching. Packets entering the vSwitch first undergo
a standard switching pipeline, including functions such as basic
packet validation, port lookup, andmatch-action rules for flow isola-
tion. The ParaFlowO additionally checks the para_flow mode flag
to determine whether a given flow should trigger the breakup oper-
ation for parallel processing. This mode is disabled by default. Upon
detecting a potential elephant flow, either via tags from upstream
detection systems (e.g., telemetry-based tagging) or vSwitch-side
algorithms (e.g., recent byte-rate, packet-rate, or queue-occupancy
thresholding), the system enables para_flow for the flow, mark-
ing it for breakup and reordering. Users and operators can also
manually configure para_flow based on specific requirements.

4.1.2 ReorderQueue and PSNAllocation. For flowswith para_flow
enabled, ParaFlowO allocates a reorder queue based on the port
ID and hash of the flow’s 5-tuple, as illustrated in Figure 4. The
number of available reorder queues is limited by the vSwitch’s
available resources. Each queue tracks a per-packet PSN, which
is incremented with every arriving packet to capture intra-flow
ordering. The queue ID and PSN are embedded as per-packet meta-
data, enabling multi-core processing while preserving the necessary
information for reordering during egress.
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based on the PSN.

4.1.3 Traffic Scattering. To enable parallel processing of elephant
flows, ParaFlowO distributes packets across multiple CPU cores
(𝑃2). It is a flowlet-inspired strategy: each flow stays assigned to
a specific receive (RX) queue (CPU core) for a fixed time interval
𝑇switch, before transitioning to the next queue. This creates coarse-
grained flowlet-like units without relying on explicit inter-packet
gap detection. As shown in Figure 5, in this example, each CPU
is associated with a single RX queue. For each flow, the target RX
queue is determined by an RX queue ID. This ID is initialized using
a hash of the 5-tuple and incremented by 1 after each switch. The
ParaFlowO then dispatches packets to the designated CPU core
based on this ID via the RX queue. The RX queue is calculated from
the k least significant bits of the ID and using the indirection table.
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Figure 5: ParaFlowO periodically switches the target core
of the flow after each time interval, enabling parallelism
without overwhelming any single core.

To avoid performance degradation from excessive concurrency,
ParaFlowO limits the number of active cores processing the same
flow by adjusting the switching interval𝑇switch (𝑃4). This is achieved
without coordination with the VM (𝑃5). ParaFlowO tracks the pro-
cessing delay 𝑇cpu,𝑖 of each core using timestamps embedded in the
reordering queue, and computes the system-wide average delay
𝑇avg. The baseline switching interval is then given by:

𝑇switch =
𝑇avg

𝑁para − 1
(1)

This heuristic ensures (on a best-effort basis) that by the time a
flow switches to the 𝑁para-th core, the first core has completed
processing earlier packets of this flow. This mechanism controls
the maximum number of parallel CPU cores (𝑁para) allocated to a
single flow, while periodic switching partially maintains the packet
delivery order.

To mitigate imbalanced core utilization, ParaFlowO dynami-
cally adjusts the switching interval of each core/queue (𝑃1). The
switching interval is shortened for slower cores (higher 𝑇cpu,𝑖 ), and
lengthened for faster ones. We denote this adjusted switching in-
terval for core 𝑖 as 𝑇 (𝑖 )

switch. Intuitively, 𝑇
(𝑖 )
switch ∝ 𝑇avg/𝑇cpu,𝑖 . To con-

trol the amplitude of adaptation and ensure system stability, we
introduce a damping factor 𝛼 and define the scaling coefficient
𝑘𝑖 = 𝛼 · (𝑇avg/𝑇cpu,𝑖 ):

𝑇
(𝑖 )
switch = 𝑘𝑖 ·𝑇switch =

𝛼 ·𝑇 2
avg

𝑇cpu,𝑖 (𝑁para − 1) (2)

This adaptive mechanism allows ParaFlowO to distribute load pro-
portionally across cores while reacting smoothly to traffic dynamics,
ensuring stable and efficient intra-server load balancing.

4.2 Egress – Reordering and Caching
The egress pipeline consists of two key operations: packet reorder-
ing and optional packet caching.

4.2.1 Packet Reordering. After the VM processes a packet, Para
FlowO extracts the metadata and uses the reorder queue ID and
PSN to place the packet in the appropriate queue and slot (𝑃3), as
shown in Figure 4. Once packets arrive in order or a timeout occurs,
the head of the queue is released and the packet is forwarded via
the standard switching pipeline. In this mechanism, VMs are not
allowed to drop PSN-tagged packets directly. Instead, they mark
them with a flag in the metadata. The vSwitch performs the actual
drop while updating the reorder queue accordingly.

4.2.2 Packet Caching. To reduce memory and bandwidth over-
head within the vSwitch, ParaFlowO supports lightweight packet
caching (𝑃6), as shown in Figure 4. Instead of transferring full pack-
ets, ParaFlowO only fetches metadata for reordering. Once a packet
is ready to be forwarded (either in order or after a timeout), the
vSwitch releases it from the reorder queue, fetches the full packet
from the VM, and transmits the packet.

5 PRELIMINARY EVALUATION
We perform a preliminary evaluation of ParaFlowO to validate its
key design choice. Results show that reordering is not a bottle-
neck (Section 5.1), the scattering mechanism can balance loads and
mitigate single-core hotspots (Section 5.2), and caching reduces
memory overhead on vSwitch SoC (Section 5.3).

5.1 Processing Capacity and Bottleneck
To ensure that packet reordering does not become a system bottle-
neck, we evaluate the processing capacity of both the SmartNIC’s
RISC-V cores and the host x86 CPUs, and compare their throughput
against typical in-production VNFs. Specifically, we aim to answer:
Can the CPU cores on the vSwitch have sufficient throughput for
reordering and forwarding tasks?
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Figure 6: (a) Estimated throughput of forwarding, reorder-
ing, and service processing across RISC-V and x86 CPUs. (b)
Projected SmartNIC throughput with increasing cores and
packet sizes.

Figure 6(a) summarizes the per-core throughput of different op-
erations across platforms. On the SmartNIC, a RISC-V core achieves
4.07Mpps for reordering and 10Mpps for simple forwarding, based
on empirical calibration against x86 measurements. VM CPUs
achieve 27Mpps for forwarding and 11Mpps for reordering per core.
In contrast, in-production NFs such as firewalls or NAT gateways,
process only around 1Mpps per core on average. These results indi-
cate that while reordering (whether implemented in software on the
VM or offloaded to the SmartNIC) introduces nontrivial overhead,
it still operates several times faster than typical NF workloads.

To understand system scalability, Figure 6(b) estimates the ag-
gregate reordering throughput using 2, 4, 8, and 16 RISC-V cores
under varying packet sizes (32–1024 bytes). Even under conser-
vative assumptions, the total throughput exceeds 400Gbps when
using 16 cores and packet sizes larger than 800 bytes. This is already
comparable to the line rate of high-end SmartNICs/DPUs like the
BlueField-3 [23]. The figure also shows that 16 RISC-V cores can
deliver reordering throughput on par with a 64-core VM running
typical NFs.

These results show that the SmartNIC’s RISC-V/SoC can conduct
high-throughput reordering at line rate. Offloading reordering to
the SmartNIC is unlikely to become the system bottleneck.

5.2 Balancing Load and Breaking Hotspots
A key challenge for intra-server scheduling is handling imbalanced
traffic, especially when a single elephant flow is hashed to a core
and saturates it, creating persistent hotspots.

We simulate a 4-core system over 50 seconds, consisting of one
elephant flow (0.77Mpps ±10%) and 100 small flows (2–6Kpps).
Each CPU core has a slightly different service rate centered around
1Mpps. Under RSS, as shown in Figure 7(a), flow-to-core mappings
are static. The elephant flow is pinned to a single core, quickly
creating a hotspot (∼80% utilization) while other cores remain un-
derutilized (∼10% utilization). As shown in Figure 7(b), ParaFlowO
eliminates single-core hotspots and achieves more balanced per-
core utilization (all cores are ∼30% utilization).
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Figure 7: Per-core CPU utilization under RSS and ParaFlowO.
The elephant flow overwhelms a single core under RSS, while
ParaFlowO distributes it across cores.
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Figure 8: Memory usage comparison between fetching full-
packet and metadata-only.

These results prove that ParaFlowO can effectively address single-
core hotspots. Moreover, this is achieved without centralized coor-
dination and without compromising the flow state, as introduced
in Section 4.1.

5.3 Memory Occupancy
SmartNICs’ RISC-V cores typically have limited SRAM (128 to
512 KB), optimized for low-latency control-plane tasks. ParaFlowO
reduces memory usage by only fetching metadata for reordering.

Let 𝑀 denote the metadata size per packet, and 𝑃 denote the
total packet size. Given an out-of-order window size 𝑁 and average
out-of-order rate 𝑝oo, the memory usage under full-packet buffering
is𝑀full = 𝑁 · 𝑝oo · 𝑃 . In ParaFlowO, only metadata is stored on the
SmartNIC, where𝑀meta = 𝑁 ·𝑝oo ·𝑀 . The resulting memory saving
ratio becomes:

Saving Ratio = 1 − 𝑀meta

𝑀full
= 1 − 𝑀

𝑃
(3)

This formula shows that the saving ratio grows with increasing
packet size. For example, with𝑀 = 64 B, 𝑁 = 256, 𝑝oo = 10%, and
𝑃 = 500 B, full-packet fetching requires 12.5 KB, while metadata-
only fetching consumes just 1.6 KB, achieving a 87.2% reduction.
For 1500 B packets, the saving ratio reaches over 95.7%. Figure 8(a)
illustrates how full-packet fetching scales linearly with payload
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size, rapidly reaching about 200 KB. In contrast, metadata-only
fetching remains constant regardless of packet size. Figure 8(b)
further shows that while memory usage grows with the out-of-
order rate 𝑝oo in both designs, metadata-only fetching consumes
orders of magnitude less memory.

These results confirm that separating metadata from payloads
enables ParaFlowO to support efficient in-order delivery while
staying within the strict memory constraints of SmartNICs.

6 DISCUSSION AND FUTUREWORK
Flow Identification. ParaFlowO needs heavy-flow identification
to avoid spraying small flows. This problem is relatively mature,
with many applicable approaches, including sketch-based methods,
threshold-based counters, and ML-based detectors [2, 5, 34, 46].
Future work will explore algorithms that best match ParaFlowO’s
design principles.
Dispatch Policy. While it is possible to distinguish between co
nnection-related (SYN/FIN/RST) and regular packets and scatter
only the latter [30], in practice, session packets are redirected to
the slow path. Furthermore, in some cases, connection packets
themselves can become heavy hitters. Even for regular packets,
VNFs maintain per-flow state (e.g., for metering or charging), and
indiscriminate scattering introduces contention. Hence, ParaFlowO
directly targets elephant flows to do the scattering.
ML-Based Balancing. ParaFlowO realizes balancing and con-
tention control through a fixed policy, which may exhibit subop-
timal efficiency in highly dynamic workloads (e.g., TCP Tahoe or
Reno). Machine learning techniques, particularly reinforcement
learning, offer dynamic policies, have shown promise in load bal-
ancing tasks [11, 39, 41, 44], and are proving deployable on network
devices [42, 43, 45]. We plan to explore ML-based scheduling as a
future enhancement.
Deployment Targets and Scenarios. ParaFlowO is designed to
be general-purpose. We plan to test the design across a range of
platforms, such as custom NICs with FPGA fast paths and SoC slow
paths [3, 40], commodity SmartNICs/DPUs [1, 23], and software-
based implementations [27]. These platforms already support high-
throughput packet processing and lightweight datapath extensions,
and have been used by prior systems with similar designs (e.g.,
Triton [19], Bifrost [8], and CStar Gateway [18]). Further explo-
ration of detailed performance characteristics, as well as broader
deployment scenarios, remains part of future work.
Application Generality.While ParaFlowO’s scattering strategy
is initially tailored for middlebox-like VNFs, its principles extend
to end-host applications. Our operational experience indicates that
TCP congestion control mechanisms show increased tolerance to
out-of-order delivery in high-version kernels (e.g., Linux 5.x+), and
mild packet reordering does not degrade application performance.
In addition, ParaFlowO does not enforce strict equivalence to serial
execution during packet processing. Instead, its core guarantee is
user-visible per-flow in-order delivery: packets may be processed
by multiple cores internally, but are released in order at egress
through the reordering mechanism. This guarantee is sufficient for
many production VNFs whose correctness depends primarily on in-
order packet delivery rather than strict single-core execution. For
VNFs or traffic classes that require strict per-flow serial-processing

semantics (e.g., due to shared state updates), ParaFlowO can be
conservatively configured by reducing the degree of parallelism,
increasing the switching interval, or disabling para_flow entirely.
In the extreme case, the system degenerates to the original flow-
affinity model, preserving full serial-processing behavior. Exploring
these diverse deployment scenarios is a direction for future work.
Tail Latency. By scattering heavy flows and balancing CPU loads,
ParaFlowO can reduce tail latency. Our operational experience
suggests that a subset of VNFs’ applications (e.g., financial ser-
vices [13, 14]) are sensitive to tail latency. Future work will further
explore and evaluate ParaFlowO’s design in reducing application
latency and jitter.

7 CONCLUSION
This paper presents ParaFlowO, a practical intra-server load balanc-
ing solution that mitigates single-core hotspots in NFVs. ParaFlowO
enables parallel processing of elephant flows by scattering flowlets
across multiple cores while preserving packet order through a low-
cost reordering mechanism. The design is transparent to VNFs,
making it practical to deploy with good generalizability. Our prelim-
inary evaluation demonstrates the feasibility of the design, validates
the effectiveness of design choices, and suggests that ParaFlowO
can support high-throughput, order-preserving processing with
modest resource requirements. Future work will explore more ac-
curate elephant flow detection, smarter scheduling, and integration
across diverse hardware platforms and latency-sensitive workloads.
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