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Abstract

Virtual Private Cloud (VPC) has become an increasingly
important infrastructure-level service that provides isolated
virtual networking environments for cloud tenants. In Al-
ibaba Cloud, over 80% of tenant applications require reliable
data transport, which is currently implemented in VPC net-
works through guest-side TCP. However, TCP often suffers
significant performance degradation when facing network
instabilities in production clouds, especially for tail-latency
sensitive applications such as Redis and Nginx. In this pa-
per, we present BIFROST, the next-generation VPC network
in Alibaba Cloud that provides high-performance multipath
reliable transport. BIFROST employs RTT-aware multipath
packet spraying to bypass failures and mitigate elephant
flows, ensures in-order delivery via in-place guest reordering,
achieves end-to-end reliability with delayed bitmap ACKs,
and performs efficient reliability state management to sup-
port large-scale deployment. Extensive evaluation shows that
BIFROST reduces tail latency by up to 307 x for Redis and
66X for Nginx, achieves millisecond-level failure recovery,
and supports O(100k) concurrent connections per SmartNIC.

1 Introduction

Virtual Private Cloud (VPC) provides cloud tenants with a fun-
damental overlay network that enables isolated, self-managed
networking environments. It has become an increasingly im-
portant infrastructure-level service for major cloud service
providers (CSP) [11,16,32,47]. In Alibaba Cloud, the num-
ber of VPCs has more than doubled from 3.2 trillion in 2020
to 8.0 trillion in 2024. Our statistics reveal that of all tenant
application services over 80% depend on reliable transport
(RT), and more than 50% are sensitive to tail latency [28].
Current VPC implementations rely on guest-side TCP for RT.
However, our observation shows that TCP suffers significant
performance degradation in the presence of network instabili-
ties such as NIC flapping, elephant flows, and losses on virtual
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NICs (vNICs), which are not uncommon in production clouds.
This is mainly because TCP uses single-path transmission and
coarse-grained retransmission timeout (RTO).

Recent work has explored multipath transmission to im-
prove the performance of RT. One line of work accomplishes
this by customizing functions in programmable switches
[1, 13, 31, 35-37, 58, 66, 68, 74, 75, 79]. Another line of
work modifies the network stack, either on the guest side
[22,29,54,63,82] or the host side [19,21,30,36,39,43, 46,
59,60, 65,70,80,81]. Only a limited number of these studies
explicitly address network virtualization and they invariably
adopt the host-side approach [19,46,59,60,70]. In Alibaba
Cloud, we implement multipath RT on the host side, because
not all switches in the cloud are programmable, and mod-
ifying the guest-side network stack is intrusive for tenants.
More specifically, our implementation is constrained to VPC’s
network virtualization layer, which serves as the interface be-
tween the virtual overlay network and underlying physical
fabric. This strategic positioning has the additional advan-
tage of facilitating loss detection across the entire datapath to
enforce end-to-end reliability guarantees.

Implementing high-performance multipath RT in the host-
side virtualization stack remains challenging, as evidenced by
our experience of operating large-scale VPCs [40,41,76]:

* Handling out-of-order packets. Elephant flow mitigation
typically requires packet spraying, which generates signifi-
cant out-of-order (OOO) packet delivery at the host. Direct
delivery of such OOO packets to the guest would trigger
spurious retransmissions and significantly degrade the per-
formance. In contrast, ensuring in-order delivery requires
substantial buffering [65], typically in SRAM for the sake
of throughput. Under a common production condition of
200Gbps bandwidth and 1ms RTT, this will require 25MB
of memory. However, the virtualization stack is increasingly
offloaded to SmartNICs, which provide only O(10MB) of
SRAM to be shared by multiple critical packet-processing
functions. The reorder buffer would create a substantial
memory pressure, making in-order delivery challenging.

* Reliable coverage. In VPC networks, packet loss can occur
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on both physical links and virtualized in-host paths, in par-
ticular on vNICs. Existing host-side RT solutions generate
ACKSs at the physical NIC upon packet arrival, but this only
covers the physical links and misses losses in virtualized
paths [21, 39, 65]. Shifting the ACKs to the vINIC would
solve the problem but requires guest kernel modification.
Thus the challenge remains to achieve reliability that covers
the entire datapath while staying transparent to tenants.

* Scalability. In our production environment, a single Smart-
NIC in the largest VPC already sustains up to O(100k)
concurrent connections, making it challenging to maintain
reliability states under the limited resources of SmartNICs.
To address these challenges, we propose BIFROST, the

next-generation VPC network that enables high-performance

multipath reliable transport. BIFROST employs RTT-aware
multipath packet spraying to mitigate network instabilities

(§4.1); achieves near-zero-buffer in-order delivery via in-place

guest reordering, where the SmartNIC places OOO packets

directly into guest memory and reorders only packet metadata

(§4.2); ensures end-to-end reliability and fast loss recovery

through bitmap-based delayed ACKs (§4.3); and scales to

O(100k) connections by combining connection aggregation,

sender-side delayed release, and resource pooling (§4.4). We

have been developing BIFROST for two years with internal
deployments in Alibaba Cloud (§5). Our evaluation shows that

BIFROST reduces tail latency and sustains high throughput

for critical services under various network conditions (§6).

The insights from BIFROST can offer valuable guidance for

the academic community and other cloud vendors (§7).
Our major contributions are as follows:

* We present extensive operational data from Alibaba Cloud,
revealing performance challenges in production VPC net-
works and motivating our design of multipath RT.

* We propose BIFROST, the next-generation VPC network
in Alibaba Cloud. It features RTT-aware multipath packet
spraying, in-place guest reordering, bitmap-based delayed
ACK, and efficient reliability state management.

* For deployment in VPC, we implement BIFROST with sev-
eral techniques. BIFROST decouples control path and data
path for SmartNIC offloading, preserves core affinity via
flow redirect, and enables protocol version negotiation to
ensure compatibility.

* BIFROST has undergone two years of development and in-
ternal deployment in Alibaba Cloud. BIFROST improves RT
service performance, reducing tail latency by up to 307 x

Figure 2: Service distribution.
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Figure 3: Failures in RT services.

for Redis and 66 x for Nginx. BIFROST reduces memory
consumption by 64.7%, supporting O(100k) connections
per SmartNIC. We also share our lessons and insights.

2 Background and Motivation

In this section, we present the VPC architecture and describe
the current state of RT services in the cloud (§2.1). We further
discuss the network instabilities (§2.2), based on our monitor-
ing data from large-scale deployment and operations.

2.1 VPC Architecture and RT Service

VPC architecture. VPC provides the foundation for tenant
isolation in modern cloud infrastructure, often organized in
a hierarchy across the VM, SmartNIC, and network fabric
(Figure 1). Inside each VM, the guest OS runs a full network
stack (e.g., TCP/IP) and sends/receives packets through a
VvNIC attached to a virtual port (vPort) of the virtual switch
(vSwitch). The host, i.e., the physical server, is equipped with
a SmartNIC, in our case CIPU [25], an in-house SmartNIC de-
veloped by Alibaba Cloud. The CIPU executes core network
virtualization logic and hosts the Apsara vSwitch (AVS) [40],
which serves both as the endpoint of the physical network
and the tunnel ingress for virtualized tenant networks. AVS
supports tenant functions such as isolation [11], ACLs [5],
and routing [6], and also handles VXL AN encapsulation for
tenant traffic. It also provides monitoring tools such as Traffic
Mirroring and Flowlog [3,4, 14, 15], and adopts a hybrid hard-
ware—software design for performance and flexibility [76].

RT service landscape. We present the distribution of tenant
application services in Alibaba Cloud [28]. We classify the
services as RT and non-RT according to whether they require
reliable transport. As shown in Figure 2, RT services dom-
inate the landscape, accounting for 84.72% of all services.
Moreover, of all the RT services over 60% are sensitive to
tail latency, including critical services such as Redis [56], Ng-
inx [71], MySQL [51], and MongoDB [48]. Such services ex-
hibit strict inter-packet dependencies, so even a single delayed
packet could stall subsequent operations and cause severe per-
formance degradation. For example, Redis, accounting for
11% of all services, exhibits ping-pong traffic with depen-
dent requests, where tail latency directly amplifies end-to-end
response time and degrades throughput. In contrast, other
services such as HDFS [64] have weak inter-packet dependen-
cies and are not blocked by delayed or lost packets, making
them tolerant to tail latency.
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Operational status of RT services. Currently, RT services
rely on guest-side transport protocols such as TCP. However,
due to its single-path nature, TCP is unable to handle network
failures. Figure 3 shows the statistics of RT service disrup-
tions due to network failures over a year. The services could
experience up to four failures and more than 700 minutes
of cumulative downtime monthly, causing substantial cus-
tomer impact. Given the critical role of RT services, ensuring
stronger reliability within the VPC is imperative.

2.2 Network Instabilities in Large-Scale Cloud

According to our experience, service disruptions typically
stem from instabilities common in large-scale network in-
frastructure. We present below statistics from our monitoring
data, with representative operational cases in Appendix B.

Host-side instabilities. In the production environment, a sub-
stantial fraction of reliability incidents originate within the
host, where packets traverse multiple in-host segments, from
physical NICs to the AVS, before reaching the tenant VM.
Such instabilities can be categorized as follows.

Physical interface instability. NIC flapping (Figure 4) oc-
curs when physical interfaces intermittently change link states,
causing transient packet loss. From our two months of produc-
tion monitoring across the entire cloud of O(1M) servers, we
observe daily peaks of up to O(1k) affected servers and O(1M)
flap events. Such disruptions force services to re-establish con-
nections, adding latency and risking SLA violations. Beyond
flapping, other factors such as bursty congestion also con-
tribute to packet loss. To quantify their impact, we collect
per-minute packet loss data from all physical NICs over a
20-day period (Figure 5). We define a loss event as any one-
minute interval during which the packet loss rate exceeds
1%. Under this definition, O(10k) servers experience O(1M)
loss events daily; at a 1%o threshold, this expands to O(100k)
servers with O(10M) events per day. These pervasive losses
inflate tail latency and trigger retransmissions, driving SLA
violations in latency-sensitive services.

In-host path congestion. Packet loss arises at a VNIC when

Day (07/29 - 09/08)
Figure 8: Physical network jitter.

Day (01/28 - 02/27)
Figure 9: Packet loss in CGW.

its queues overflow, either because the guest drains the receive
queue too slowly or the host-side AVS depletes the transmit
queue too slowly. We compute the average packet loss rate
over 12 hours for each vNIC in a region with O(100k) servers.
Figure 6 shows the average over all vNICs and the 90th, 99th
and 99.9th percentiles. Notably, SmartNICs exhibit slightly
higher tail loss than legacy KVMs due to contention among
multiple offloaded subsystems (e.g., storage) for limited on-
chip resources, whereas KVMs leverage the abundant buffer-
ing of host CPUs. Nevertheless, the 99.9th percentile exceeds
1% across all architectures, making it essential to ensure vNIC
reliability, especially for RT services.

Takeaway 1: Host-side instabilities motivate (i) multipath
transmission to bypass flapping interfaces and (ii) reliabil-
ity coverage across virtualized in-host paths.

Network-side instabilities. The physical network datapath
also experiences persistent, though less frequent, instabilities
that nonetheless cause noticeable disruptions.

Elephant flows. It is well-known that a small fraction of
long-lived, high-volume flows, aka elephant flows, can dom-
inate link and CPU resources [44, 52, 69]. Hash collisions
can place multiple elephant flows onto the same path, further
aggravating congestion. We observe that elephant flows are
not uncommon in cloud networks. Figure 7 presents the daily
count of overloaded servers where the per-core utilization
of AVS CPU ever exceeds 80%, over a one-month period
in a region with O(100k) servers. We consistently observe
hundreds of overloaded servers daily. As analyzed in [77],
7.8% of them experience elephant flows. These observations
highlight the necessity of explicitly handling elephant flows.

Network jitter. In production networks, jitter-caused by
transient congestion, dynamic switch buffers, and hardware
pipeline delays-remains a persistent instability. As shown in
Figure 8, 40 days of telemetry from the same region as in
Figure 7 reveals hundreds of sub-25s and dozens of >25s jitter
bursts per day, indicating that jitter is a recurring phenomenon
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rather than a rare anomaly. Such jitter could disrupt pacing,
inflates queues, and triggers timeouts, ultimately degrading
the performance of latency-sensitive services.

Takeaway 2: Network-side instabilities necessitate (i)
packet spraying to disperse elephant flows and (ii) path-
quality awareness to avoid degraded paths under jitter.

Middlebox instabilities. In scenarios such as Cloud Enter-
prise Network or inter-region connectivity [7], traffic traverses
multiple middleboxes (e.g., gateways, load balancers, transit
routers [8—10]), whose capacity limits make them susceptible
to overload. Core saturation can trigger buffer overflows and
packet drops. Figure 9 shows unplanned packet loss in Cloud
Gateway (CGW) over one month across the cloud. Although
the average loss rate remains below 0.01%, the scale of CSP
traffic still translates into O(10k) packet drops per second. Un-
der TCP’s coarse-grained RTO, such losses inflate tail latency
and degrade service performance.

Takeaway 3: Packet losses from middlebox and host-side
instabilities motivate fast loss detection and recovery.

2.3 Potential Solutions and Their Issues

While numerous efforts have been made to address the above
issues [1, 13, 19,21,22,29-31,35-37,39, 43, 46, 54, 58-60,
63,65, 66,68,70,74,75,79-82], existing solutions still face
limitations that hinder their practical adoption in VPC. We
categorize the limitations into three key issues:

Limited performance improvement. Flow-level or flowlet-
level multipath solutions [36, 37, 54,74, 75] often struggle
under elephant flows due to their coarse granularity. PLB [54]
and LetFlow [74] rely on random path reselection, leading
to slow convergence. MPTCP [29, 63] shows limited benefits
in cloud settings due to VM-level bandwidth throttling and
opaque VINIC-to-NIC mappings that prevent effective path
aggregation [23]. SRD, Strack, REPS [21, 39,59, 60] adopt
packet spraying but lack reordering support at the receiver,
incurring spurious retransmissions from OOQO arrivals.

Intrusiveness to users. Guest-side solutions [22,29, 54,63,
82] like MPTCP and PLB require guest stack modifications,
making them intrusive to deploy. Solutions like Clove, PLB
and Flowbender [35, 36, 54] rely on ECN, typically disabled
in tenant network stack [69], making them intrusive.

Poor compatibility and scalability. Switch-side solutions
[1,13,31,35-37,58, 66,68, 74,75, 79] rely on customized
switch functions for adaptive routing or in-network reordering,
which are not universally available in large-scale networks.
Moreover, these customized functions require frequent up-
dates, which is impractical, as physical switch updates entail
a large failure radius. In addition, switches are also a non-
negligible of unreliability: our online failure recovery service
ZooRoute [70] shows that 36.12% of intra-region link fail-
ures (2025/05/01-2025/09/01) stem from switch anomalies.

In addition, some approaches [1,20,26,53] depend on central
servers, limiting their scalability for large-scale deployments.

2.4 Design Rationale and Challenges

Design goals. Building on the takeaways from §2.2 and the
deficiencies identified in §2.3, achieving high-performance
multipath RT requires three key objectives:

Path-quality-aware packet spraying. Traffic must be spray-
ed across multiple paths based on their quality to bypass
failures and congestion, and disperse elephant flow hotspots.

In-order delivery. Packet spraying inevitably causes OOO
arrivals; reordering must be completed before delivering to
the guest to avoid spurious retransmissions.

End-to-end loss detection and fast recovery. Packet losses
must be detected across the entire VPC datapath, including
both physical and virtualized segments, and promptly recov-
ered to minimize disruption.

Design choice. To realize these goals in VPC, the first
question is where in the network stack to implement high-
performance multipath RT. Existing designs fall into three
categories: (i) switch-side customization, (ii) guest-side modi-
fication, and (iii) host-side enhancement. Switch-side designs
require hardware upgrades with poor compatibility and scal-
ability, while guest-side designs are intrusive to tenants. We
therefore place our design on the host side. More specifically,
We choose the host-side virtualization stack as the founda-
tion for our design, which serves as both the endpoint of the
physical network and the ingress of the virtual overlay. This
dual role makes it a natural position for end-to-end reliability
without tenant or physical switch changes.

Challenges. Realizing these goals in the host-side virtualiza-
tion stack is non-trivial: the complex datapath in VPC and the
limited resources of CIPUs raise three key challenges.
Handling OOO packets. Packet spraying improves robust-
ness but induces OOO arrivals. Reordering them imposes
substantial pressure on SmartNIC SRAM. The challenge is
to reorder efficiently within the scarce SRAM of CIPU.
Reliability across the full VPC datapath. The challenge is
to extend reliability beyond physical paths to virtualized in-
host paths (e.g., vNICs), while staying transparent to tenants.
Scalability under limited CIPU memory. Maintaining reli-
ability state for O(100k) connections in production stresses
limited CIPU memory ', which requires carefully balancing
between reliability and resource efficiency for scalability.

3 BIFROST Overview

In this section, we present the overview of BIFROST. We
begin with an design overview of BIFROST (§3.1), followed
by a brief description of its protocol stack (§3.2).

'In practice, even our most capable CIPUs have only 64 GB DDR memory
shared by compute, storage, and networking hypervisors. Our measurements
across O(10k) servers show some CIPU memory nearing saturation, with
utilization at 34% (P99), 93% (P999), and 96% (P9999) [41].
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Figure 10: BIFROST overview.

3.1 Design Overview

Figure 10 illustrates the overview of BIFROST, which inte-
grates several key components for high-performance multi-
path RT in VPC, including RTT-aware multipath packet spray-
ing, in-place guest reordering, loss detection via a delayed
ACK bitmap and efficient reliability state management. The
four optimizations aim to address the challenges analyzed in
§2.4. The main workflow of BIFROST is as follows.

When a VM sends a packet, it remains buffered in VM
memory until acknowledged. The reliable transport engine
(RTE) and AVS process the packet and spray it across multiple
physical paths based on historical RTT measurements (§4.1).
On the receiver side, OOO packets are placed directly into
the guest VM memory of the destination VM without extra
buffering on the CIPU. The RTE then reorders the associated
packet metadata and issues an in-order notification to the VM
(§4.2). Once a packet is transferred into guest VM memory,
it is considered delivered. The RTE generates ACKs, which
are aggregated into a bitmap and sent to the sender (§4.3).
Upon receiving the ACK bitmap, the sender detects missing
packets, identifies lost packets for retransmission, and releases
the corresponding buffers for acknowledged packets (§4.4).

- VPC
: AVS . RTE - d :
UDP/IP  VXLAN Bifrost ETH TCP/IP  Payload

Bits 0-7 8-11 12-15 16 | 17 | 18 | 19 | 20 21-23 24-31
Reserved

Pkt Type | Version | CC Type | se |ack | dir | ece | ret | PathID

Packet Sequence Number (PSN)
Destination Connection ID (CID)

Timestamp Value

Figure 11: BIFROST protocol format.

3.2 BIFROST Protocol Stack

Figure 11 illustrates the protocol stack of BIFROST. Posi-
tioned above the VXLAN layer but beneath the tenant packet,
BIFROST introduces a lightweight header that extends the vir-
tualization boundary embedding RT semantics while remain-
ing fully transparent to guest applications. The figure also
shows the format of a data packet header. Several fields are
particularly important for subsequent mechanisms: Version

enables protocol version negotiation across heterogeneous
NICs; the Path ID identifies paths within a multipath connec-
tion and enables packet-level steering; the Packet Sequence
Number (PSN) provides fine-grained support for reordering at
the receiver side; the Connection ID (CID) identifies a connec-
tion and is exchanged during connection establishment; and
the Timestamp Value field enables precise RTT measurement
for path quality estimation. These fields form the founda-
tion of BIFROST’s design and deployment. We provide their
detailed specifications in Appendix C.

4 BIFROST Design
4.1 RTT-Aware Multipath Packet Spraying

To bypass failures and mitigate elephant flow hotspots,
BIFROST uses RTT-aware multipath packet spraying. Packet-
level spraying disperses elephant flows and avoids hash colli-
sions; RTT-guided selection routes traffic to healthy paths.

Packet spraying strategy. BIFROST maintains an RTT table
that records the latency and availability of each candidate
path. Each flow is divided into small packet groups (e.g., 50
packets per group), and BIFROST selects the fop-k (e.g., 4)
paths with the lowest RTTs for transmission. These packet
groups are then distributed across the selected paths in a
round-robin fashion, with each group traversing a single path.
For deterministic path selection, each physical path is mapped
to a distinct srcPort in the outer five-tuple, and BIFROST
rewrites this field to select the intended path.

RTT measurement. Timely RTT measurement is essential
for tracking path quality. For active paths, BIFROST piggy-
backs RTT measurement on data traffic by extracting times-
tamps from ACK packets and updating the RTT table via
exponential smoothing. By filtering out transient RTT spikes,
BIFROST avoids unnecessary path switching and also quickly
converges when path quality truly degrades. For idle paths that
have seen no traffic for extended periods, the control plane
periodically sends lightweight probes to maintain keepalive
and refresh RTT. This dual strategy keeps BIFROST’s path-
quality view fresh on both active and idle paths, enabling fast
failure detection and rerouting.

USENIX Association

23rd USENIX Symposium on Networked Systems Design and Implementation 575



| [ Packet headers [l Packet payload [ Descriptor [_] Metadata |

Memory @ VM read VM
Qut-of-order
packet ®
placement
H 3
\
o2 @ Split

QTS ®
© i hotficat
Hardware 2 ::: Y
—

S @wm lookup | (@ B

ifrost hdr
e B Gl O T
@® Reorder

Software |AVS RTE CIPU
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4.2 In-Place Guest Reordering

To handle OOO packets from multipath packet spraying, we
design an in-place guest reordering (IPGR) mechanism at the
receiver side (Figure 12). A naive approach buffers all OO0
packets on the SmartNIC hardware SRAM for reordering [65],
which requires reorder buffers and could quickly exhaust the
limited on-card resources. Our key insight builds on the de
facto paravirtualized I/O interface (virtio) [57], which is ubig-
uitously deployed in large-scale clouds. In virtio, the VM
consumes packets not in the order they are written into mem-
ory, but in the order their descriptors are written into the used
ring. Leveraging virtio’s two-level mapping, IPGR enables
in-order delivery with near-zero buffering on the CIPU.

Out-of-order packet placement. Upon packet arrival, the
CIPU decapsulates the VXLAN header and separates headers
from payload for further processing (D). The headers are
passed to the AVS to identify the destination VM (®) and
then to the RTE for BIFROST header decapsulation (3)). In-
stead of buffering the OOO packets on the CIPU, the CIPU
fetches a descriptor from the VM’s available ring (®)) and
DMA-transfers those packets into guest memory ((3)). As
a result, packets thus are written in guest memory in the ar-
rival order, while only their metadata (PSN and corresponding
descriptor) is retained for subsequent reordering.

In-order notification to guest. To reconstruct in-order de-
livery, BIFROST RTE reorders only the metadata associated
with each packet. After sorting, the CIPU writes the sorted
descriptors into the used ring in the correct sequence and no-
tifies the guest VM to consume the packets. From the guest’s
perspective, packets are consumed strictly in order from the
used ring, even though they are placed in memory out of order.
As illustrated in Figure 12, steps @&)(© @) show this process:
although packets are placed into guest memory in the arrival
order 3— 1 — 2, the RTE reorders their metadata and writes
the corresponding descriptor indices to the used ring in the
sequence 2—3— 1.

Delayed interrupt for in-order notification. To ensure that
the guest VM never observes OOO packets, BIFROST in-
troduces a delayed interrupt notification mechanism. In the
default virtio design, an interrupt is raised immediately after a
packet is delivered into guest memory (i.e., right after step @)
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Figure 13: Loss detection via delayed ACK bitmap.

in Figure 12), which risks exposing OOO packets to the guest
VM. To avoid this, BIFROST defers the interrupt until step ©),
after reordered descriptors have been written into the used
ring. This ensures the VM is interrupted only when in-order
packets are ready for consumption.

Overall, IPGR achieves in-order delivery with near-zero
buffering. Only metadata is buffered on the CIPU, while pack-
ets are placed into guest memory immediately using the stan-
dard virtio buffers, incurring no extra memory burden to the
VM. The temporary footprint on guest memory is negligi-
ble (KBs vs. the tens of GBs typically provisioned for VMs).
The performance impact is also minimal, since only head-
ers and metadata are exchanged between hardware and soft-
ware in CIPU during reordering, rather than full packets. In
terms of latency, IPGR introduces only us-level overhead for
a constant-time PSN continuity check in the no-reordering
case. When packets arrive out-of-order, metadata reordering
is lightweight, and packets are delivered immediately once
PSN continuity is restored. If the first packet in a sequence is
missing, subsequent packets wait until the gap is filled, which
is inherent to in-order semantics rather than introduced by
IPGR. Finally, IPGR is implemented entirely on the CIPU
side, requiring no guest changes and remaining transparent to
tenants. Note that recent Linux kernels already support TCP
RACK-TLP [24], which enhances tolerance to OOO packets;
we discuss our reordering choices under such kernels in §7.3.

4.3 Loss Detection via Delayed ACK Bitmap

ACK aggregation via delayed bitmap. We refine the ACK
mechanism with two techniques for accurate and efficient
delivery confirmation. First, to extend reliability coverage
across the entire VPC datapath, including virtualized seg-
ments (e.g., VNICs), we introduce the delayed ACK. Unlike
solutions that acknowledge a packet once it reaches the host
protocol stack [21,39,65], BIFROST defers ACK generation
until the packet has been successfully written into the guest
RX queue, extends reliability coverage to the guest. Second,
to efficiently track the delivery status of multiple packets, we
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employ a bitmap-based ACK, which aggregates the delivery
status of multiple packets into a bitmap. The sender quickly
infers received and missing packets from the bitmap.

Fast loss detection and recovery. To achieve fast loss
detection and recovery, BIFROST combines bitmap-based
gap detection with low-latency RTO. The ACK format
ACK (a|xxxx) confirms that all packets with PSN < a have
been received, while the bit string specifies the reception sta-
tus of subsequent packets starting from a. Upon receiving an
ACK bitmap, the sender detects discontinuities in the bit string
and immediately triggers fast retransmission. For tail losses,
where no discontinuity appears in the bitmap, and for cases
where ACKs are lost, BIFROST relies on a low-latency RTO.
The initial RTO starts at 4 ms (roughly 2 RTTs) and grows ex-
ponentially for subsequent retransmission of the same packet
(e.g., 8 ms, 16 ms, ...), ensuring timely loss recovery.

We illustrate this process in Figure 13. When the sender
transmits packets 1-5 and the receiver VM receives only
1, 2, 4,the AVS generates an ACK (3]10100). This bitmap
means that all packets with PSNs less than 3 have been re-
ceived. Starting from PSN 3, the bitmap 0100 indicates that
the packet with PSN 4 is received, but packets with PSN
3 is lost. BIFROST triggers fast retransmission of packet 3.
When the receiver VM later receives packet 3, all packets
with PSNs below 5 have been received, and the AVS gen-
erates ACK (5/0000) to return to the sender. However, this
ACK is lost during transmission. At the same time, packet 5
expires on the sender due to RTO and is retransmitted. When
the VM receives the retransmitted packet 5, the AVS gener-
ates ACK (610000) and sends it to the sender. After receiving
the ACK, the sender confirms that packets 1-5 have been
successfully delivered, thus finalizing transmission.

4.4 Efficient Reliability State Management

RT requires maintaining per-connection state as well as packet
caches for potential retransmissions. When scaled to millions
of tenants and highly concurrent connections, these require-
ments impose heavy CIPU memory pressure and limit scal-
ability. To mitigate this, BIFROST applies a set of resource
allocation optimizations that reduce memory overhead.

Connection aggregation. Within a VM, a transport connec-
tion is fundamentally established at the 5-tuple granularity,
uniquely identified by the combination of protocol, IPs, and
ports. Mapping every 5-tuple to a dedicated BIFROST connec-
tion on the CIPU would create an excessive number of active
connections, quickly exhausting CIPU memory and limiting
scalability. To address this, BIFROST introduces a vNIC-level
aggregation mechanism: instead of maintaining per-5-tuple
connection, all flows between the same pair of source and des-
tination vNICs are multiplexed onto a single logical BIFROST
connection. However, such aggregation introduces potential
HoL blocking across multiplexed flows. This creates a trade-
off between scalability and isolation. Through careful balanc-
ing, we choose the vNIC-pair granularity, which achieves sub-

stantial scalability gains while confining HoL impact within
well-defined boundaries, as detailed in §7.2.

Sender-side delayed release. To ensure RT, the sender must
temporarily retain unacknowledged packets to enable poten-
tial retransmissions. A naive design would buffer the full pack-
ets on the CIPU until corresponding ACKs arrive. However,
since the tenant VM’s TCP stack already keeps a copy of each
outstanding packet, duplicating it on the CIPU leads to mem-
ory waste and poor scalability. To eliminate this redundancy,
BIFROST adopts a sender-side delayed release mechanism:
the CIPU stores only lightweight metadata, including the
packet descriptor, instead of full packets, while the packets re-
main pinned in the VM. This means the descriptor is retained
on the CIPU after transmission, rather than immediately recy-
cled into the used ring. If retransmission is needed, the CIPU
uses the descriptor to fetch the packet from VM memory and
resend it. Once the ACK is received, the CIPU releases the
descriptor to the used ring, allowing the VM to reclaim the
buffer. Note that this mechanism requires modifications to the
SmartNIC hardware processing logic, as the default workflow
would immediately recycle descriptors after transmission. To
better understand this mechanism, we provide the detailed
workflow and tradeoff analysis in Appendix E.

Resource pooling. Beyond packet buffering, RT also con-
sumes substantial state per connection. A simplistic approach
is to statically reserve these transmission resources for every
connection, regardless of activity. At cloud scale, this static
reservation quickly exhausts CIPU memory, as many connec-
tions may remain idle at any given time. BIFROST instead
adopts a demand-driven pooling mechanism that allocates
resources only for active connections. Per-connection struc-
tures, such as queues and TX/RX windows, are backed by a
global pool. The per-packet resources within these structures
(e.g., metadata entries) are allocated on demand upon packet
arrival, while idle connections consume only minimal mem-
ory. For example, a static reservation allocates 256 metadata
entries (16 bytes each) per connection. In contrast, BIFROST
replaces this with dynamic allocation from a shared metadata
pool, provisioning entries only when needed.

S BIFROST Implementation
5.1 Deployment Issues

There are a few deployment issues to be addressed.

Offloading BIFROST to CIPU. The CIPU typically con-
sists of a hardware accelerator (e.g., FPGA or ASIC) for
datapath processing with an embedded SoC (typically ARM
cores) for control-plane software. This architecture forms
the foundation of network virtualization in Alibaba Cloud,
supporting functions such as the AVS fastpath/slowpath for
high-performance packet processing [40]. When offloading
BIFROST to the CIPU, we face three major challenges: (1)
partitioning functionality between the hardware datapath and
the SoC control plane to balance efficiency and flexibility. (2)
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Figure 14: Workflow of flow redirect.

exploiting multi-core performance on the SoC while preserv-
ing per-connection consistency. (3) seamlessly integrating the
BIFROST RT logic with existing AVS functions.

Adaptation to heterogeneous NICs. In large-scale pro-
duction clouds, server fleets are highly heterogeneous: even
within a single region, servers may use different generations
of CIPUs or legacy commercial NICs with no programmabil-
ity. To enable cloud-wide deployment, BIFROST must operate
correctly across this diverse hardware landscape and grace-
fully adapt to varying levels of offload capability.

5.2 Offloading BIFROST to CIPU

Separation of datapath and control path. In BIFROST, the
datapath and control path (ctrlpath) are explicitly separated to
balance performance and flexibility. The hardware accelerator
of the CIPU (e.g., FPGA) is dedicated to datapath opera-
tions such as I/O, DMA, and high-speed packet forwarding.
All RT-related modules in the datapath, including multipath
scheduling, reordering, ACK processing, loss detection, and
retransmission, are implemented in software on the embedded
SoC, together with ctrlpath tasks such as connection manage-
ment (CM) for flexibility. The hardware accelerator and the
SoC exchange only lightweight packet metadata, minimizing
PCle traffic to support high-performance transport. Moreover,
in ASIC-based architectures with a Data Process Accelera-
tor (DPA) [50], which integrates a set of embedded RISC-V
cores, the RTE modules can run directly on the DPA. In this
case, the hardware acceleration goes beyond basic I/O and
DMA, allowing the entire datapath to be offloaded, while the
ctrlpath remains on ARM cores for programmability.

Multi-core offload coordination. Packet processing on the
CIPU naturally runs across multiple cores to scale with in-
creasing workloads. The challenge, however, is to preserve
connection consistency: each connection must be bound to a
single core on both the sender and receiver sides for all data
and ACK packets. Any violation of this affinity undermines
transport consistency and incurs costly cross-core synchro-
nization. To address this, BIFROST establishes end-to-end
core affinity at connection setup through a lightweight flow
redirect mechanism (Figure 14). When a new connection is

initiated, for example from Core 1 on CIPU 1 (D), the local
CM records this core ID and triggers connection establish-
ment (2)). The sender then encodes the UDP sPort of its local
core into the connection request (3)). At the receiver, the CM
extracts and stores the core ID of the sender, then selects a
least-loaded local core to handle the connection ((4)), and
encodes this core ID into the reply’s sPort ((3). Finally, the
sender extracts the peer core ID from the response and stores
it in the CM for future packet steering (®).

AVS cooperation and packet pipeline. The BIFROST RTE
is deployed as a decoupled module that cooperates with AVS.
We next describe the BIFROST packet pipeline to illustrate
how it cooperates with AVS’s existing architecture.

Connection establishment. When AVS receives a packet
from a local VM, it parses the packet and extracts key meta-
data (e.g., vPort) to establish a vNIC-pair—level connection.
Based on this information, AVS maps the packet to a CID
and performs a lookup in the local CM. If no matching CID
is found, BIFROST’s ctrlpath initiates the connection setup
procedure. The ctrlpath allocates a new CID entry and sends
a connection request to the remote server. The remote server
performs a similar allocation and replies with a connection
response that includes its own CID and other required meta-
data (e.g., core ID for flow redirect). After both endpoints
exchange their CIDs, an RT connection is established.

Packet transmission. After connection setup, we describe
the end-to-end packet workflow along the TX and RX paths,
where BIFROST collaborates with AVS for delivery.

TX workflow. Once a packet matches an existing CID entry
in the CM, its metadata is first used by the BIFROST RTE to
perform transport-level operations, including multipath selec-
tion, timer initialization, and BIFROST encapsulation. After
the RTE finishes processing, the packet metadata is returned
to the AVS, which then performs network functions such as
ACL, routing, and VXLAN encapsulation. Then, the AVS
transmits the encapsulated packet onto the physical network.

RX workflow. Upon receiving a packet, the AVS first decap-
sulates the VXLAN header and then RTE parses the BIFROST
header to determine whether it is an ACK or a data packet. If
it is an ACK packet, the BIFROST RTE parses the bitmap to
identify successfully delivered packets and release their cor-
responding resources. Any missing packets are immediately
scheduled for fast retransmission. If it is a data packet, it is
directly placed into guest memory. The IPGR (§4.2) guaran-
tees in-order delivery and notifies the VM only when packets
are ready after reordering. The BIFROST RTE then generates
the corresponding ACK. Once the accumulated ACKs satisfy
the bitmap threshold or no subsequent packets arrive within a
timeout, an ACK bitmap is sent back to the sender.

5.3 Adaptation to Heterogeneous NICs

To achieve uniform deployment across heterogeneous hard-
ware, BIFROST incorporates both host-based fallback and
protocol-level mechanisms to ensure compatibility.
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Non-programmable NICs. For non-programmable NICs,
BIFROST falls back to a host-based execution path. In this
setting, AVS runs on the host using DPDK [27] for packet
I/0, and BIFROST provides its reliability functions in the
same pipeline. This fallback requires no additional hardware
support while preserving basic correctness and end-to-end re-
liability, enabling uniform deployment even on legacy servers.

Protocol compatibility across heterogeneous NICs. Het-
erogeneous NICs offer asymmetric feature sets, which makes
protocol negotiation necessary to avoid capability conflicts.
For example, sender-side delayed release cannot be applied
when reliability is offloaded to commodity DPUs (e.g., Blue-
Field3 [49], IPU [34]), since delaying the update of the used
ring requires customized hardware support. To avoid such
conflicts, BIFROST introduces protocol negotiation during
connection setup: both sides exchange their protocol version
field in the header, and the connection is established with the
maximal common feature set supported by both versions.

6 Evaluation

Testbed setup. We first set up a testbed to evaluate each com-
ponent of BIFROST. The testbed consists of dozens of servers,
each equipped with a CIPU powered by a CPU-FPGA archi-
tecture, whose SoC has a 16-core Intel Xeon CPU@2.0 GHz
and 64 GB memory. The client and server VMs are placed
on two different physical servers, each VM equipped with a
128-core Intel Xeon CPU@2.90GHz and 256 GB memory.
The results in §6.1 are from the testbed.

Cluster deployment. We deploy BIFROST on Alibaba
Cloud’s test clusters, which closely mirror production and op-
erate in a multi-tenant setting with concurrent workloads and
realistic interference. BIFROST has been deployed in these
clusters for over six months, serving internal storage-related
customer workloads for pre-production validation. Within
this setting, we evaluate tail-latency-sensitive RT services to
capture their end-to-end performance under realistic cloud
conditions. The results in §6.2 are collected from test clusters.

6.1 Microbenchmarks

6.1.1 Multipath Packet Spraying

We evaluate the effectiveness of RTT-aware multipath packet
spraying in two representative scenarios: elephant flows and
failure recovery. In both cases, we compare BIFROST against

rt failure on throughput. ularity w/wo IPGR.

granularity w/wo IPGR. transmissions.

Probe-and-Switch (PS) and the vanilla VPC. PS is a path-
switching approach that relies solely on probe packets to
detect and migrate to alternative paths, with path probing
performed at second-level intervals. The vanilla VPC relies
on guest TCP, which by default uses single-path transmission.

Handling elephant flows. To evaluate how BIFROST han-
dles concurrent elephant flows, we run experiments where
a client VM initiates two long-lived flows to a single server
VM using iperf, repeating this process 100 times. On the re-
ceiver side, each NIC port is rate-limited to 3 Gbps to create a
contention hotspot. For each test, we measure the bandwidth
over a 5-second interval and calculate the average. We record
the aggregate throughput of the two flows for each run and
plot its percentile distribution for each method (Figure 15).
The vanilla VPC performs poorly when two flows hash to the
same port due to the lack of migration, while PS mitigates
this but still suffers high-percentile throughput drops from
its seconds-level convergence delay. In contrast, BIFROST
maintains a consistently high aggregate throughput across
all percentiles by promptly dispersing packets across multi-
ple paths based on RTT feedback, avoiding the prolonged
collisions that degrade the performance of VPC and PS.

Failure recovery. To evaluate how BIFROST responds to path
failures, we also use iperf to generate a long-lived flow from
a client to a server. We record the throughput every second
over a 60-second period. At the 10-second mark, we introduce
artificial congestion by injecting a 10% packet loss rate on
the active physical port to simulate a failure scenario, and
restore the port to zero loss at the 50-second mark. As shown
in Figure 16, BIFROST maintains stable bandwidth during
the failure, rapidly shifting traffic away from the degraded
port to sustain performance. In comparison, VPC suffers a
severe bandwidth drop and fails to recover until the port is re-
stored, while PS achieves path switching within a few seconds
but still experiences significant throughput degradation. This
is because PS’s second-level probing limits failure conver-
gence time to several seconds, and VPC lacks any multipath
capability to reroute around failures. In contrast, BIFROST
piggybacks RTT measurements on in-flight packets, enabling
rapid path quality detection and adaptive traffic redistribution.

6.1.2 Packet Reordering

We evaluate the impact of IPGR (§4.2) on performance under
different multipath granularities, including flow-level, 2000-
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Figure 20: Redis performance (top: get, bottom: set).

packet, and 50-packet switching. Using iperf, a client VM
transmits a long-lived flow to a server VM under each set-
ting. We measure throughput and VM’s retransmissions with
reordering enabled and disabled, as shown in Figures 17
and 18. Our results indicate that enabling IPGR consistently
improves throughput by 1.01x—1.31x and reduces retrans-
mission count by 3.09 x—4.78 x across all granularities. When
reordering is disabled, finer-grained multipath results in in-
creasingly severe throughput degradation and elevated retrans-
missions, as frequent path changes cause OOO arrivals that
trigger spurious loss recovery in the VM’s transport stack.
IPGR consistently maintains high throughput and low retrans-
mission rates across all granularities by reordering OOO pack-
ets before they reach the transport stack, which shields the
transport stack from spurious loss recovery, even under highly
disordered packet arrivals.

6.1.3 Reliability Coverage

To verify BIFROST’s end-to-end reliability across the entire
VPC datapath, we inject packet loss on the receiver side be-
tween the AVS and the vNIC, where in-host drops frequently
occur. We conduct an 8-to-1 incast experiment using iperf,
where eight client VMs on separate physical servers concur-
rently transmit long-lived flows to a single server VM. The
injected loss rate is dynamically varied every second within
a random range of 0% to 2%, and the test runs for 120 sec-
onds. At the 60-second mark, we enable BIFROST, and we
measure the cumulative retransmissions for the periods both
before and after activation. As shown in Figure 19, BIFROST
effectively handles in-host packet loss and prevents it from
escalating to the VM, thus reducing VM retransmissions by
69.1% to 90.0%. This demonstrates that the delayed ACK
mechanism provides end-to-end reliability and offloads most
reliability responsibilities from the guest kernel to BIFROST.
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6.1.4 Resource Optimization

Connection aggregation. To evaluate the benefit of connec-
tion aggregation in realistic settings, we collect connection
statistics from production servers, where each server hosts

Figure 21: Nginx performance.

multiple tenant VMs. For each server, we count the number
of active connections at the 5-tuple granularity and compare
it with the number of connections after vNIC-pair-level reuse.
Across hundreds of servers, connection aggregation reduces
BIFROST connections by 70% on average, validating its ef-
fectiveness in production multi-tenant environments.

Sender-side delayed release. Since sender-side delayed re-
lease is hardware-dependent and not runtime-switchable, we
cannot directly toggle it in experiments. To isolate its benefit,
we run a single BIFROST connection between a client and a
server and measure the sender’s CIPU memory growth un-
der varying traffic volumes, where the gains from connection
aggregation and resource pooling are negligible. Figure 22
reports the sender-side CIPU memory usage, starting with
BIFROST disabled at 0 Gbps and then enabled as traffic in-
creases from 1 Gbps to 10 Gbps in 1 Gbps steps every 10s.
The overhead is minimal: buffering 16 bytes of metadata per
packet yields only ~500 KB at 10 Gbp, which is negligible
compared to GB-scale requirements of full-packet caching.

Resource pooling. We evaluate how the resource pooling
reduces per-connection memory overhead and improves scal-
ability. To measure the per-connection state size, we establish
a controlled number of connections from the client VM and
monitor the incremental memory consumption on the sender-
side CIPU. By comparing the total memory increase before
and after enabling resource pooling, we compute the average
state footprint per connection. Our measurements show that
resource pooling reduces the per-connection state size from
34 KB to 12 KB, which improves connection scalability un-
der the same memory budget. At this footprint, supporting
O(100k) connections requires O(1) GB of CIPU memory,
which remains within a practical range for deployment.

6.2 Application Performance

Redis. We evaluate Redis, a widely used tail-latency-sensitive
tenant service in Alibaba Cloud. The experiments use two
VMs on different physical servers in test cluster, running
redis-benchmark with persistent connections to test latency
and throughput. To emulate packet loss, we configure the
receiver-side AVS to drop packets at controlled rates from 0%
to 1%. Figure 20 reports the measured latency and throughput
under different loss rates. BIFROST reduces get latency by up
to 3.4x (Avg), 242.1x (P99), 210.5x (P999), 306.9x (Max),
while improving throughput by 3.4x; for set, the gains are
up to 2.9x, 196.7x, 182.4x,230.1x, and 2.9 x, respectively.
Without BIFROST, tail latency inflates sharply once loss ex-
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ceeds 0.1%, with P999 and Max rising above 200 ms. At 1%
loss for get, throughput collapses from 327k to 92k requests
per second (RPS). In contrast, BIFROST keeps tail latency
below 4 ms and sustains around 300k RPS under 1% loss.
These improvements stem from bitmap-based loss detection
and low-latency RTO, enabling fast recovery.

Nginx. We also evaluate Nginx short-connection mode under
various loss rates. Its performance mirrors that of Redis. The
average latency is reduced by up to 26.3x(20.2 X on average),
P99 latency is lowered by up to 66.7x (38.3x on average),
and throughput (RPS) improves by up to 60.0x (23.9x on
average). Figure 21 illustrates this stark contrast. As loss
increases, the average and P99 latency in the vanilla VPC
rise sharply, driving throughput down to just a few hundred
RPS. In contrast, with BIFROST, both average and P99 latency
remain at a consistently low, under 10 ms. Throughput is also
sustained at 20k RPS even under 2% loss, mitigating the
severe degradation observed in the vanilla VPC.

7 Experience

7.1 Principles of Handling Packet Loss

While our design primarily targets packet losses caused by
network instabilities, we observe that in production environ-
ments, a significant portion of losses stem from tenant policy
configurations, such as ACL [5] or bandwidth rate limiting.
These losses differ fundamentally in nature and require dis-
tinct handling strategies. We therefore define two categories
of loss and establish separate handling principles:

Losses from network instabilities. These are caused by in-
stabilities on physical or virtual paths, as described in §2.2.
Since these losses are unexpected, BIFROST fully takes over
the retransmission responsibility, ensuring timely recovery.

Losses from policy enforcement. These intentional losses
from policy enforcement fall into two cases.

ACL and security group drops. In this case, these drops are
caused by access control policies that silently discard packets
at the receiver side. We intentionally make BIFROST ignore
such drops, and the receiver should therefore not trigger re-
transmissions. To maintain end-to-end correctness, BIFROST
generates synthetic ACKs for the discarded packets so that
the sender can advance its window without stalling.

Rate-limiting drops. When packet drops are caused by
bandwidth enforcement policies, BIFROST must detect and
react accordingly. Specifically, the receiver marks the dropped
packets in the ACK bitmap. Upon receiving this feedback, the
sender naturally reduces its congestion window following our
RTT-based congestion-control logic, which effectively aligns
its sending rate with the enforced bandwidth policy.

7.2 Handling HoL Blocking Issue

Balancing scalability and isolation. Any connection aggre-
gation scheme incurs the risk of HoL blocking, especially
when multiple flows are multiplexed over the same logical
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Figure 23: VM CPU util. reduction from BIFROST offload.

connection. The granularity thus presents a trade-off: coarser
levels save more state but increase interference risk. Aggre-
gating at the VM-pair level would merge traffic from different
containers, causing intra-VM contention, while AVS-pair ag-
gregation would mix traffic across tenants, compromising iso-
lation. We adopt vNIC-pair-level aggregation, which reduces
BIFROST connections by over 70% compared to per-5-tuple
states. This captures most memory savings while confining
HoL blocking to well-defined endpoints such as container or
tenant interfaces, preserving both scalability and isolation.

Mitigating residual HoL effects. Within a single vNIC,
although HoL blocking can theoretically occur when one flow
is stalled (e.g., due to loss or congestion), BIFROST mitigates
this issue via fast loss recovery, minimizing its impact. In
extreme cases where all available paths fail and HoL persists,
BIFROST falls back to the original VPC logic, reverting to
best-effort UDP delivery to ensure basic connectivity.

7.3 Reorder Tradeoff Across Kernel Versions

Based on our deployment experience, we observe that the ne-
cessity of reordering offload heavily depends on the guest
kernel version. In recent Linux kernels that support TCP
RACK-TLP [24], the transport stack is more tolerant to OOO
packets. In these environments, we leave it to the user to de-
cide whether to enable the reordering in BIFROST. When re-
ordering is disabled, guest TCP handles OOO arrivals, which
reduces memory and processing pressure on the CIPU and
allows support for a larger number of concurrent connections.
However, under severe reordering, common in fine-grained
multipath scenarios, we find that guest-side reordering can
consume substantial guest CPU resources, degrading tenant
application performance. To quantify this effect, we conduct
an experiment by varying the multipath granularity and mea-
suring the receiver guest VM CPU utilization. As shown in
Figure 23, finer-grained packet spraying leads to more severe
packet reordering, which increases VM CPU overhead when
reordering is handled in the guest kernel. In contrast, enabling
BIFROST’s reordering reduces VM CPU consumption by of-
floading reordering to the CIPU. In addition, when BIFROST
reordering is enabled on kernels with RACK-TLP support,
we automatically disable guest-side reordering logic by set-
ting tcp_recovery=0 and lowering tcp_max_reordering,
so that all reordering is fully handled in the CIPU. This trade-
off between the tenant VM CPU and CIPU highlights the
need for flexible control, and we provide a per-VNI option to
adapt to different deployment needs.
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7.4 Pitfalls and Mitigation of Delayed Release

We face three major issues with sender-side delayed release.

Sender window configuration. Since delayed release retains
packets in the VM’s buffer until acknowledged, the window
must not exceed the VM’s buffer capacity, which is bounded
by the default ring size of 4096 entries. In practice, we set
the initial window to 512, as this value matches the band-
width—delay product of the longest RTT in Alibaba Cloud,
ensuring adequate depth without exceeding VM buffer limits.

Descriptor starvation under loss. Under heavy loss, descrip-
tors may remain unreclaimed for an extended period, lead-
ing to VM buffer exhaustion and potential HoL blocking
or application-level stalls. To mitigate this, we introduce a
safeguard timeout: if a packet remains unacknowledged after
three consecutive RTO failures (=28 ms), the CIPU forcibly
releases the descriptor and updates the used ring. This ensures
timely buffer reclamation under persistent stalls, preventing
buffer exhaustion and mitigating cascading failures.

Unsafe reuse of TX buffers. Although NAPI-TX [42] is en-
abled by default and widely used in Alibaba Cloud, we still
need to handle corner cases where the guest VM OS disables
NAPI-TX or employs user-space drivers (e.g., DPDK [27])
that aggressively recycle buffers. In such cases, delayed re-
lease becomes unsafe: the CIPU may retransmit a buffer that
has already been overwritten with new data, leading to cor-
rupted packets. To solve this, we implement an adaptive fall-
back mechanism. Initially, delayed release is disabled and
the CIPU caches full packets. Upon the first retransmission,
the CIPU compares the current buffer checksum with the
cached packet. If they match, indicating no early reuse as is
typical under NAPI-TX, delayed release is enabled for sub-
sequent transmissions. Otherwise, the connection remains in
full-packet caching mode on CIPU to ensure correctness.

8 Related Work

Multipath transmission in data center. Multipath transmis-
sion has long been explored as a means to mitigate congestion
in datacenter networks. Some solutions focus on flow-level
schemes such as PLB [54] and FlowBender [35], which dy-
namically schedule flows across multiple paths but suffer from
coarse granularity and poor responsiveness under elephant
flows. To capture finer dynamics, flowlet-based mechanisms
including LetFlow [74] and HULA [37] split traffic into bursts
(flowlets) and distribute them across paths, leveraging tran-
sient gaps in packet transmissions to reduce reordering. More
recent designs move to packet spraying, such as SRD [59],
Strack [39], and Conweave [68], where packets are distributed
across multiple paths to provide fast failover and fine-grained
balancing, and inevitably lead to more OOO packets. Simi-
lar ideas have also been explored in RDMA [21, 39, 65, 68],
following the same design direction but with different im-
plementation choices. Overall, prior multipath designs either
trade off deployability or efficiency, making them hard to

reconcile with in-order, RT in production VPCs.

00O transmission. Packet spraying is inherently OOO
delivery, which requires reordering before packets can be
consumed by the transport stack. Several works [2,61, 62,
67,68,78] explore in-network packet reordering, leveraging
programmable switches to align OOO packets. Some ap-
proaches [45, 65,79] instead rely on reorder buffers at end-
host NICs to handle OOO delivery, avoiding reliance on in-
network devices. In contrast, some designs [12,55] eliminate
reordering by using Direct Data Placement (DDP), which
places packets directly into target memory offsets.

Transport stack offload. Several production systems [39,
59, 65,72] and research efforts have explored transport stack
offload to improve reliability and latency. AWS SRD [59, 60]
is a reliable transport protocol offloaded to AWS’s custom
Nitro cards [17], which uses packet-level spraying to provide
low-latency communication in EFA and ENA Express [18,
19]. Google Falcon [65] is a hardware transport for Ethernet
datacenters that supports multiple upper layer protocols with
delay-based congestion control, multipath load balancing, and
hardware retransmissions. Tesla TTPoE [72] is a hardware
transport protocol deployed in the Tesla Dojo system [73],
designed to replace TCP for large-scale machine learning
workloads with low-latency transport over Ethernet. Ultra
Ethernet Transport [33] is a hardware transport protocol by
the Ultra Ethernet Consortium for scalable, low-latency, and
reliable Ethernet communication in Al and HPC networks. In
contrast, these offloaded transports primarily target specific
environments, rather than the general-purpose VPC networks.

9 Conclusion

In this paper, we present BIFROST, the next-generation VPC
network with high-performance multipath RT. BIFROST ad-
dresses the long-standing challenges of building multipath RT
in VPC networks: (i) mitigating network instabilities through
RTT-aware multipath packet spraying, (ii) ensuring in-order
delivery under limited CIPU memory via IPGR, (iii) provid-
ing end-to-end reliability and fast recovery through bitmap-
based delayed ACK, and (iv) maintaining scalability with
efficient reliability state management. Our evaluation shows
that BIFROST reduces tail latency by up to 307 x for latency-
sensitive services. Moreover, our experience shows that high-
performance multipath RT in VPC is fundamentally a systems
problem, requiring co-design across virtualization, hardware
offload, and resource management. We believe the principles
from BIFROST can guide academia and CSPs in building
high-performance multipath RT for large-scale clouds.
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Appendices

A VPC and VM Growth Trends

To provide context on the scale of our production environ-
ment, Figure Al shows the growth of VPCs and VMs in
Alibaba Cloud over the past five years. As the left panel il-
lustrates, the number of VPCs has more than doubled from
3 trillion in 2020 to nearly 8 trillion in 2024. Meanwhile,
the right panel shows that the number of VMs per VPC has
also grown rapidly, reaching over 170 million by 2024. These
trends underscore the role of VPC as the foundation of cloud
networking, supporting massive tenant isolation and elastic
resource management at scale.

VPC Growth VM Growth

sanil

2020 2021 2022 2023 2

Figure A1l: Growth of VPCs (left) and VMs per VPC (right)
in Alibaba Cloud.

2020 2021 2022 2023 2024

o
N
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B Production Case Studies

In this section, we presents a series of representative opera-
tional incidents encountered during Alibaba Cloud’s produc-
tion operations, illustrating key failure scenarios, their root
causes, and the resulting impact on customer services.

B.1 Host-Side Failure Cases

Bitter Case I: Jun 2, 2022 — Monitoring detected a single-
sided NIC fault on a customer server, causing intermittent
timeouts in business container access to the database for
approximately 176 minutes.

Bitter Case II: Nov 22, 2021 — Single-side NIC flapping
on customer server caused intermittent network connec-
tivity and business disruption, lasting approximately 141
minutes.

B.2 Network-Side Failure Cases

Bitter Case III: May 23, 2022 — Spine switch malfunction
caused network packet loss and elevated error rates in
business services, resulting in approximately 184 minutes
of service disruption.

Bitter Case IV: Mar 4, 2022 — An integrated access
switch anomaly caused intermittent packet drops, degrad-
ing latency-sensitive advertising services for over 60 min-
utes, despite the core-side fault lasting only ~20 minutes.

B.3 Middlebox Failure Cases

Bitter Case V: Aug 16, 2024 — A sudden traffic surge
overwhelmed the packet transformation of network load
balancer, causing continuous packet losses for 14 minutes.

C Protocol Specification

C.1 Data Packet Header

The BIFROST data packet header (Figure C2) encodes control
and reliability information in a compact format. The header
starts with the Pkt Type field (8 bits), indicating whether
the packet is used for data transmission, acknowledgment, or
connection management. It is followed by a Version field (4
bits) for protocol compatibility and a CC Type field (4 bits)
specifying the active congestion control algorithm. A set of 1-
bit control flags refine transport semantics: se marks special
packet types such as keepalive, ack indicates whether ac-
knowledgment is required, dir specifies the packet direction,
ece enables explicit congestion notification, and ret identi-
fies retransmitted packets. A 3-bit Path ID field identifies
designated paths within a multipath connection and enables
packet-level steering. An 8-bit Reserved field is preserved
for future extensions. Beyond these control fields, the header
carries a Packet Sequence Number (32 bits) to support re-
liable delivery, a Destination CID (32 bits) to identify the
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receiving connection, and a Timestamp Value (32 bits) for
RTT estimation and congestion control.

Bits 0-7 8-11 12-15 16 | 17 | 18 | 19 | 20 21-23 24-31

Pkt Type | Version | CCType | se | ack | dir | ece | ret | PathID Reserved

Packet Sequence Number (PSN)

Destination Connection ID (CID)

Timestamp Value

Figure C2: BIFROST data packet header.

C.2 Connection Establishment Packet Header

The BIFROST connection establishment packet header (Fig-
ure C3) largely follows the same structure as the data packet
header, beginning with the Pkt Type (8 bits), Version (4
bits), and CC Type (4 bits) fields, followed by a Thread ID
(8 bits) to facilitate core affinity and an 8-bit Reserved field
for future use. In addition to the Destination CID (32 bits)
already carried by data packets, the header also includes a
Local CID (32 bits). This extra identifier allows both end-
points to exchange and bind their CIDs during the handshake,
ensuring consistent connection mapping for subsequent reli-
able transmission.

Bits 0-7 8-11 12-15 16-23 24-31
Pkt Type | Version | CC Type Thread ID Reserved
Local CID

Destination CID

Figure C3: BIFROST connection establishment packet header.

C.3 ACK Packet Header

The BIFROST ACK packet header (Figure C4) consolidates
both basic control fields and bitmap-based acknowledgment
information. The header begins with Pkt Type (8 bits), in-
dicating the packet type. The Path ID (3 bits) also identi-
fies designated paths of multipath transmission. The Packet
Sequence Number (32 bits) and Destination CID (32 bits)
carry the same semantics as in data packets. To support con-
gestion control and RTT estimation, the header further embeds
three timestamps: Timestamp Value (32 bits) generated at
packet transmission, Timestamp Echo (32 bits) carrying the
sender’s timestamp for RTT calculation, and Timestamp NIC
RX (32 bits) recording the NIC reception time. Additional
lightweight fields include ACK Type (3 bits), ACK Value (5
bits) for extended acknowledgment semantics, Hop Count (4
bits) to measure the number of forwarding hops, and the se
flag (1 bit) to mark special packet types such as keepalive.
On top of these, the header incorporates a bitmap-based
acknowledgment scheme. Specifically, Num_ACK (11 bits)
records the number of acknowledged packets, Num_ECE (11
bits) counts congestion marks, and PSN_bitmap_len (4 bits)
specifies the bitmap length. The acknowledgment range is
anchored by PSN_base (32 bits), followed by up to eight

PSN_bitmap[ -] (32 bits each) fields, which encode the re-
ception state of consecutive packets. This compact structure
enables a single ACK packet to cumulatively acknowledge up
to 256 packets, providing fast and precise feedback for loss
recovery and congestion control.

Bits 0-7 8-11 12-15 16 17-19 20-23 24-28 29-31
Pkt Type | Version | CCType | se | PathID | Hop Count | ACK Value | ACK Type

Packet Sequence Number (PSN)
Destination CID

Timestamp Value

Timestamp Echo
Timestamp NIC RX
PSN_bitmap_len

PSN_base
PSN_bitmap([0]
PSN_bitmap([1]
PSN_bitmapl[2]
PSN_bitmap(3]
PSN_bitmap[4]
PSN_bitmap[5]
PSN_bitmap[6]
PSN_bitmap([7]

Figure C4: BIFROST ACK header.

Num_ACK Num_ece Reserved

Table C1: Delay measurement for congestion control.

Symbol  Description

H Client RTE transmits the data packet
1) Server AVS receives the data packet
t3 Server RTE sends the ACK

14 Client AVS receives the ACK

t5 Client RTE receives the ACK

D Congestion Control

We adopt the delay-based congestion control (CC) algorithm
of Swift [38], as delay is both an easily measurable signal in
large-scale networks and a precise indicator of path quality.

Timestamp measurement. To support Swift CC, BIFROST
instruments fine-grained timestamping on both data and ACK
packets (Figure C5). Each data packet carries a transmit times-
tamp t{, while the receiver records #, when the AVS receives
the packet and 73 when the RTE generates the ACK. Upon
ACK arrival at the client, the AVS records 74 and the RTE
records 5. The definitions of these timestamps and their mea-
surement points are summarized in Table C1. These times-
tamps allow decomposing the end-to-end RTT into different
components: the total RTT is RTT = t5 — t1; the endpoint de-
lay is computed as edelay + (ts —t4), where edelay = t3 —tp
captures server-side processing; and the fabric-delay is de-
rived as RTT minus the endpoint delay. These timestamps
allow decomposing the end-to-end RTT into different compo-
nents. First, the total round-trip time is:

RTT =t5—1
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Update cwnd .
of each ACK

paviond
Insert timestamp
into ACK

Switch Switch

Figure C5: Timestamp-based delay measurement.
Next, we isolate the server-side processing delay as:
edelay =13 —1tp

Using this, the endpoint delay, which includes both server
processing and client receive delay, can be expressed as:

Endpoint-delay = edelay + (t5 —t4)

Finally, the remaining portion of RTT corresponds to the
in-fabric latency:

Fabric-delay = RTT — Endpoint delay

In addition, the number of traversed hops is obtained at the
AVS by reading the IP header’s TTL field. BIFROST feeds
these measurements into the Swift CC algorithm [38] to up-
date the congestion window (cwnd) of each path.

CIPU |[wlc
RTE CC Module

Parameters
Update

Cnwd
Adjustment

Target
Calculation

CID0 CC parameters

‘I

| CID1 CC parameters

AVS VPC nstwork CIDn CC parameters

forwarding

H‘

Figure D6: Integration of CC into BIFROST RTE.

Integration with BIFROST RTE. As illustrated in Figure D6,
CC module is tightly integrated into the BIFROST RTE. When
a new flow arrives, the scheduler queries the CC module
to retrieve the corresponding cwnds of the selected paths,
which guides packet admission and scheduling. Upon receiv-
ing ACKs, the RTE extracts key fields including the CID, path
ID, and timestamps, and forwards them to the CC module.
The CC module locates the corresponding per-connection
state, computes the target-delay, adjusts the cwnd of the spec-
ified path, and updates CC parameters accordingly [38]. This
design offers three advantages: it minimizes the exposed in-
terface to the RTE, enables clean decoupling such that the
RTE can be readily offloaded to NIC hardware while the CC
module remains in software, and provides extensibility by
allowing different CC algorithms to be supported through the
same interface beyond Swift.

E Detailed Pipeline of Delayed Release

The most straightforward approach to achieving reliable
packet transmission is to let the CIPU cache all unacknowl-
edged packets in its local memory, as illustrated in Figure D7

—— o
Virtio driver I

VM TX/RX
(D'mbuf alloc ® mbuffree
Bifrost TX | ——@mbyf cache Bifrost RX
CIPU AVS TX/RX

Figure D7: Sender-side delayed release mechanism: (Left)
without delayed release and (Right) with delayed release.

(left). Specifically, when the CIPU sends a packet, it retains
the full payload in memory () until the ACK is received
from the receiver, after which the buffer is finally released ().
Under high connection concurrency, this quickly consumes
memory and is particularly challenging given the CIPU’s lim-
ited capacity. To address this, BIFROST introduces a sender-
side delayed release mechanism that shifts the packet buffer-
ing responsibility from the CIPU to the tenant VM, as shown
in Figure D7 (right). When transmitting a packet, the CIPU
first fetches the descriptors from the avail ring (D). Instead
of caching the full packet in its local memory, the CIPU only
stores the lightweight descriptors for potential retransmission
(@), while the actual packet remains pinned in the VM’s
memory. Once an ACK is received ((©), the CIPU writes
the descriptors into the used ring (), allowing the VM to
reclaim the buffer. Since descriptors are much smaller than
full packets, this design greatly reduces CIPU memory con-
sumption and improves scalability. This mechanism incurs no
additional memory overhead on the VM, as its protocol stack
(e.g., TCP) already retains the full packet until the correspond-
ing ACK arrives. BIFROST leverages this fact to eliminate
redundant packet buffering on the CIPU.

Tradeoff discussion. This mechanism deliberately trades
PCle bandwidth for scarce CIPU memory. Based on our oper-
ational experience, CIPU memory is the primary scalability
bottleneck—supporting O(100k—1M) concurrent connections
would be infeasible if full packets were buffered on-card. PCle
bandwidth is typically not the limiting resource in our design,
and the additional DMA traffic incurred by retransmissions
does not lead to PCle saturation. Importantly, the additional
DMA overhead introduces only microsecond-level latency
and does not become a performance-limiting factor in retrans-
mission. In our measurements, fetching packet payloads via
DMA adds only a few microseconds, which is several orders
of magnitude smaller than the hundreds-of-milliseconds re-
covery delay under TCP’s conventional RTO. Therefore, the
bandwidth-for-memory trade-off has negligible impact on re-
covery latency, while enabling orders-of-magnitude memory
savings by reducing per-packet state to 16 bytes instead of
full-packet caching.

F Supplementary Experiments

Redis under stable conditions. We further evaluate Redis
in the short-connection mode without injecting artificial loss,
using the same setup of two VMs placed on different phys-
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Figure E8: Redis short connection performance.
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Figure E9: Redis persistent connection performance.

ical servers. Figure E8 reports the latency distribution for
both get and set operations. Compared to the vanilla VPC,
BIFROST incurs negligible overhead in average latency and
reduces tail latency at high percentiles (P999 and Max), show-
ing that its mechanisms remain lightweight under relatively
stable network conditions. Figure E9 also reports the latency
distribution for both get and set operations of persistent con-
nections, which exhibit the same trend: BIFROST incurs only
minimal overhead at lower percentiles while further reducing
tail latency at high percentiles.

1001 100.0% 100.0%
~ @ VPC
S 73 Bifrost
Q 75‘
4(-6 56.2%
o o £ 70
50 49.6%
(7]
Q
[©)
S 251
[Vp]

SET GET

Figure F10: Redis request success rate.

Redis request success rate. We further evaluate request suc-
cess rate when inducing a physical NIC port failure. The ex-
periment uses two VMs on different physical servers, where
the client issues ger and set requests to the server to test re-
quest success rate. As shown in Figure F10, under the vanilla
VPC the success rate drops to 49.6% for set and 56.2% for get,
as requests are disrupted by the failure. In contrast, BIFROST
masks the port failure by rerouting traffic across healthy paths,
sustaining a 100% success rate for both operations.

Redis performance under congestion control. We evalu-

15
- —<— Without CC
E10] —©— WithcC
>
(@]
C
g 5
®
|
08 % & ; |
AVG P50 P95 P99 P999

Figure F11: Impact of CC on Redis latency.

ate Redis with 200 concurrent clients issuing short-message
persistent Set requests. To emulate network instability, the
receiver-side AVS is configured with a 0.1% packet drop rate.
We compare BIFROST with CC enabled and disabled, report-
ing latency across different percentiles (Figure F11). With CC
enabled, the average to P99 latencies exhibit modest reduc-
tions, while the P999 latency shows a more pronounced 30%
improvement.
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