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evolution creates compatibility cost, large tool sets exhaust the con-
text window, and stateful sessions complicate load balancing. We
solve these with a shared control point, a centralized MCP Gateway
System that makes MCP operational at cloud scale. The gateway
breaks the direct-connect data plane and consolidates legacy API
integration, protocol bridging, access control, and session-aware
routing, while scaling out elastically at low per-call overhead. It
scales agent tool access to thousands of cloud operations.
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1 Introduction

LLM applications are rapidly moving from prompt-only chatbots
into tool-using agents that plan, select, and invoke external tools.
The ecosystem now centers on the Model Context Protocol (MCP) [6],
which standardizes how providers expose capabilities and how an
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Figure 1: API operations exceed the LLM context window.

agent (MCP Host) discovers and invokes them, cutting point-to-
point integration cost. This unlocked massive MCP: O(10*) MCP
servers appeared within thirteen months of release [4].

The default MCP workflow—direct-connect (one MCP client per
service), expose-all (every tool schema inlined into the LLM context),
and stateful (the server holds session state)—is not production-ready
at this scale. (C1) Legacy infrastructures are not MCP-native. Legacy
capabilities live behind ~ 10° OpenAPI servers [8], dwarfing the
~10* MCP servers. A single cloud provider exposes ~ 10* opera-
tions across ~ 102 services in 300+ categories, all candidates for
MCP; per-API rewrapping does not scale. (C2) MCP evolves faster
than its deployments. Four protocol revisions appeared in thirteen
months; HTTP+SSE and Streamable HTTP coexist, over half of
public clients support only the former [3], and authentication re-
mains vendor-specific, so every backend absorbs the compatibility
surface. (C3) Expose-all tool listing crushes the LLM context window.
In our evaluation, inlining 120 cloud tools consumes > 166k to-
kens, pushes inference latency to 100 s on a multi-tenant Maa$S, and
lowers tool-selection accuracy. Even a single service exceeds LLM
context (Figure 1). (C4) Stateful MCP makes load balancing non-
trivial. MCP sessions must stick to the replica holding their state,
but conventional L7 gateways route on host/path/headers and treat
the MCP request body as opaque; under multi-replica deployment,
the system must additionally extract and keep session-to-backend
mappings consistent across instances.

These problems should be solved at a shared control point, mir-
roring how L7 load balancers consolidated the web era; the Mi-
crosoft MCP Gateway [5] and AWS AgentCore Gateway [1] con-
firm this direction. We propose an MCP Gateway System that
onboards massive surface into MCP and operates stateful MCP at
cloud scale, with contributions in §2: (D1) function offloading unifies
heterogeneous backends behind a body-aware data plane, and (D2)
session-aware routing lets stateful MCP services and gateways scale
independently. We further flag two ongoing designs in §4: (F1) tool
recommendation as the right answer to C3, and (F2) decentralized
synchronization that advances C4 beyond the centralized store.
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Figure 2: Session-aware routing across replicated gateways and backends.
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Figure 3: Gateway request latency, 4 instances.

2 System Design

The gateway breaks the direct-connect model between clients and
backends: it parses every request and response on the data plane.

2.1 Function offloading

The gateway centralizes coordination that a client and server would
otherwise negotiate directly, decoupling the client from each back-
end’s API surface, transport, version, and security scheme. API
unification. At the data layer the gateway compiles legacy OpenAPI
operations into MCP tools, so the massive existing API surface be-
comes MCP-callable without backend refactoring; List Tools and
Call Tool primitives are translated to the corresponding API in-
vocations and responses are normalized to the MCP shape. Protocol
adaptation. At the transport layer the gateway bridges HTTP+SSE
and Streamable HTTP per backend via a staged Parse— Annotate—
Rewrite—Forward pipeline, hiding protocol churn from clients. Ac-
cess control. The gateway exposes a unified ingress interface, maps
identities to backend-specific credentials on egress, and enforces
fine-grained per-user tool visibility, without any backend changes.

2.2 Session-aware routing

Stateful MCP requires session affinity: every request must reach the
replica holding its session context, yet production needs both the
gateway and backend tiers to scale elastically, so routing must stay
consistent regardless of which gateway a request lands on. Our
scheme is a segmented, two-tier design (Figure 2): a gateway cluster
and a backend MCP-service cluster that scale independently. Gate-
ways are kept stateless: instead of synchronizing peer-to-peer, each
reads and writes a shared session-metadata store that maps every
frontend session to its routing-hash and backend session. Across
the gateway-backend boundary, the gateway tags requests with
a routing-hash derived from the session, and the backend service
applies stateless consistent-hash forwarding on this key alone; the
gateway never tracks backend replicas and the backend never inter-
prets session semantics, so the backend tier scales independently.

Table 1: Agent function-calling success rate vs. # tools N.

N (#tools) 15 30 60 120 240 480
Success rate  91.0% 91.6% 89.3% 88.6% 88.2% 80.8%

Table 2: Top-K hit rates of single-channel retrievers.

Retriever hit@1 hit@15 hit@30

Dense 50.5% 94.5% 96.5%
Sparse 57.0%  93.0% 97.5%

3 Primary Experimental Results

Gateway overhead is small and grows gracefully. At one in-
stance the stateful SSE path runs at 4.59 ms mean (P99 6.81 ms)

and the stateless API path at 2.81 ms mean (P99 3.22 ms); the gap

is session-affinity logic. Under a 4-instance scale-out (Figure 3),

the stateful path rises to 16.26 ms mean / 55.61 ms P99 while the

stateless stays flat. The tail—session-map misses on the centralized

store—is the price of stateless, elastically scalable gateways.

LLM function calling degrades with tool scale. We measure

agent function-calling success rate as the LLM is given more mounted
tools (Table 1). Success holds around 89-92% up to ~ 100 tools but

collapses to 80.8% at N =480. Even modern LLMs cannot reliably

select from a massive tool catalog. This motivates F1 in §4: a sub-
LLM-cost pre-retriever that proposes Top-K tools so the LLM can

maintain high accuracy on a small subset.

4 Future Work

(F1) Lightweight gateway-side tool recommendation. The
function-calling collapse in Table 1 makes gateway-side recom-
mendation essential at massive-MCP scale, yet existing approaches
do not fit a gateway. Semantic-only retrievers (e.g., RAG-MCP [2])
are cheap but plateau on identifier-keyed cloud tools: in our pre-
liminary measurements (Table 2), both dense and sparse retrievers
stay below 60% hit@1 and around 93-94.5% hit@15, short of what
agents need. Re-tuning a learned retriever (e.g., ToolLLM [7]) is
impractical on a cloud gateway facing diverse, multi-tenant tools.
Since cloud tools are keyed by identifiers and acronyms, we argue
for a lightweight gateway-side retriever fusing lexical and semantic
signals.

(F2) Decentralized session synchronization. The centralized
session-metadata store keeps gateways stateless but becomes the
coordination bottleneck. Empirically, a Redis-backed store for cross-
gateway session sync degrades end-to-end SLA by 21X unavailable
time and amplifies reads/writes per session-affine request. The
root causes are twofold: any centralized store caps gateway SLA at
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its own availability, and a Raft-replicated alternative for stronger
guarantees also amplifies coordination overhead on the per-request
critical path. Decentralized alternatives (encoding routing state into
the Session-ID, or exchanging lightweight ownership hints across
gateways) could remove this dependency while preserving affinity.

5 Conclusion

The MCP Gateway breaks direct-connect with a body-aware control
point that L7 load balancers cannot provide, unifying centralized
function offloading and session-aware routing into one design that
scales agent tool access to thousands of tools per agent.
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