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Background and Status

Machine learning (ML) was widely adopted and extensively utilized by data-intensive applications such
as stream processing and cybersecurity. However, the high demands of ML workloads pose'challenges
that local accelerators (e.g., GPUs, FPGAs) struggle to address. To cope with the scale and volume‘of
the data to process, distributed ML is often used.

Networking and ML have a complex relationship. ML services rely on the network:to carry data and
connect accelerators, but often the exchange of data between accelerators_ is a bottleneck in
distributed ML [10, 14]. At the same time, network devices can carry more data than an accelerator
card can process, since a single network switch can process more than 100 terabits per second (Tbps),
two orders of magnitude more than current accelerators. One way to bridge the mismatch between
networking and ML is in-network ML. To explain it, a brief introduction to network programmability is
provided.

High end network devices are designed to process as many packets as possible, as quickly as possible,
exceeding 10 billion packets per second (Bpps) with sub-microsecond latency. Over the last decade,
many network devices have become programmable [3], combining the processing pipeline (referred
to as data plane) with reconfigurable match tables (RMT). The most ‘popular general architecture is
called PISA, Protocol Independent Switch Architecture, shown in Figure 1(c). The domain specific
language commonly used is P4.

As shown in Figure 1, the PISA architecture has three components: i) a programmable parser for
extracting header information from incoming packets, ii))asmatch-action pipeline that looks up keys
(e.g., headers) in tables and matches themywith actions (e.g., output port), and iii) a deparser for
reconstructing packets. Current programmable network devices range from software switches to
switch-ASICs, FPGAs, SmartNICs, and DPUs.

The programmability of network devices enabled in-network computing, the offloading of applications
normally running on a host to rum” within network devices. Examples of In-network computing
applications include telemetry, caching [7] and gradient aggregation [14]. It demonstrated order of
magnitude improvement in throughput;latency, and power efficiency [18]. Accelerating ML using in-
network computing is one promising direction. This includes [21] both Network-Assisted ML, meaning
using the network to accelérate workloads running on traditional targets, and in-network ML.
In-network ML offloads the entire ML inference process to programmable network devices [21]. It
trains the ML model on servers-or standard accelerators, and then maps the trained model to the
device’s data plane for inference. While resource utilization varies, programmable switches often use
only half of their _resources for basic network functions [23], enabling in-network ML to leverage
remaining resources. Models scale up to 20 trees and 55 features, achieving high classification
accuracy [24]. The three main benefits of in-network ML are location, latency and load (3Ls) [24].
Network devices are already part of the infrastructure that data goes through (location), they can infer
data closer. to its/source (latency) and inference performance scales with network bandwidth, while
reducing load on end-hosts (load). In-network ML can be deployed either on network devices that are
already on route from the data source, or as a network-attached accelerator. The first requires no
additional cost or latency, while the second benefits from more available processing resources.
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Figure 1. a) Commodity programmable network devices commonly used for in-network ML. b) The control plane of a network devices,
e.g., switch-box CPU. c) A PISA based data plane of a programmable network devices, combining in-network ML andsstandard nhetwork
functions.

Meeting the Exascale Challenges

In-network ML inference process has two major components: feature extraction, and mapping of a
trained ML algorithm to the data plane.

Feature Extraction. The extraction of features from incoming data can be done on various levels of
granularity. Packet-level features are extracted directly from incomingpackets, and are stateless,
meaning the data from one packet does not affect later packets. Flow-level features consider the data
flowing between a source-destination pair, and are stateful, meaning thatiinformation is accumulated
over time, such as the traffic volume of the flow. Aggregation levelfeatures are also stateful, but
combine information based on different metrics, e.g., the statistics of combining multiple ports. File-
level feature extraction is possible but limited to certaintypesiof files (e.g., text) and may have reduced
performance, for example due to recirculation of packets within the pipeline. While packet-level
features can be extracted in the parser, more complex feature extraction and feature engineering
requires match-action pipeline stages and memaory resources. One of the challenges for feature
extraction is that packets arrival may bé unordered, and information may travel through multiple
routes.

ML Model Mapping. To maximise packet processing rate, network devices are constructed with
limitations on programmability. For"example, mathematical operations such as multiplication, and
data types such as floating-point, are unavailable. Moreover, these are billions-of-transistors devices,
therefore, to make their manufacturing feasible, user-available resources are limited in comparison
with CPUs. For example, memory/on a switch-ASIC is in the range of 100’s of megabits, and the number
of processing stages is eig.y 12 orn20:«There is no native support for loops, and the closest equivalent,
packet recirculation, has throughput implications. While some works have addressed these challenges
through changes to the hardware [17] or by focusing on NICs [16], other successfully mapped
inference models to off-the-shelf devices without loss of performance [21]. The mappings of ML
models to the data.plane cah be divided into three groups [25]: Direct Mapping, where every step of
the inference is translated into’a stage in the pipeline, Lookup-based, where lookup tables are used
for complex calculations, and Encode-based, where the feature space is sliced and encoded.

In-network ML Implementation. Implementing mapped ML models on target devices, and porting
between different devices, requires significant effort. To solve this problem, Planter [25] offers rapid
prototyping/of in-network ML. Planter supports a range of ML models, architectures and target
devices. It'is modular, so users can extend the functionality. The framework also supports automatic
parameter tuning, and several example use cases. Targets range from low-cost Raspberry Pi, through
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Alveo FPGA, to high performance Intel Tofino switch-ASIC. The demonstrated performance using
ensemble tree models was 4.8 billion decisions per second.

Advances in Science and Technology to Meet Challenges

While in-network ML achieves high system performance, the size and complexity of the models that
can be deployed are limited by resource constraints. This problem was identified by Microsoftiasakey
challenge for in-network computing [2], and Microsoft developed a resource elasticity solution [9] to
address it.

As often only small or medium size models can be deployed on a network device [1, 5, 8, 12, 13, 25];
ML performance can be lower than an unlimited size model running in a data centre. One solution is
to distribute the model across multiple network devices, as demonstrated by DINC [23]..It has shown
that ML models can be distributed across a data centre network or a wide area network, while
coexisting with network functionality. A different solution, proposed in"lisy [24], is a hybrid
deployment of in-network ML: deploying a small model on a network device, and alarge model at the
backend. This way, high confidence inference decisions are taken within‘the network, while only a
fraction of the transactions needs to be inferred in a traditional manner. Thisienables both high ML
performance and high system performance, while saving compute resources.

Data shift and model updates further challenge production deployments:P4Pir [20] suggests solving
this problem by introducing a continuous update solution, focused on.in-network ML for loT.

Most in-network ML research focused so far on network trafficclassification and cybersecurity [1, 8,
16, 17, 21, 24]. Examples that go beyond these use casesinclude load-balancing [22], predicting future
stock prices [6], and image classification [15]. Still, the greatest challenge for in-network ML is wide
adoption. This calls for extending its range of use cases, with data intensive and time-sensitive
applications being the immediate candidates. Real time_processing of sensor data, for example,
contextual streams from the GOTO telescope [19], from particle detectors at CERN’s Large Hadron
Collider [4], and from modern multi-Hz laser. wakefield acceleration facilities [11], holds a significant
potential.

Concluding Remarks

In-network ML is an emerging technology, providing notable system performance benefits for
machine learning inference. AvailablesSolutions enable deployment on commercial devices,
supporting a range of ML models. Still, resource constraints remain a challenge, with hybrid and
distributed deployments,suggested as a solution.

There are opportunities for breakthrough research in the applications of in-network ML, benefiting
the scientific community across disciplines, and now is the time to seize it.
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