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ABSTRACT
Data classi�cation within the network brings signi�cant
bene�ts in reaction time, servers o�oad and power e�ciency.
Still, only very simple models were mapped to the network.
In-network classi�cationwill not be useful unless wemanage
to map complex machine learningmodels to network devices.
We present Planter, an algorithm that maps a variety of
ensemble models, such as XGBoost and Random Forest, to
programmable switches. By overlapping trees within coded
tables, Planter manages to map ensemble models to switches
with high accuracy and low resource overhead.

1 INTRODUCTION
The Internet is playing an increasingly dominant role in our
lives.Withmore andmore connected IoT devices, the amount
of data pouring into the Internet is rapidly growing [8]. The
traditional model of using back-end servers to process the
tra�c imposes a further burden on the network.
In-network computing provides a possible means to mit-

igate the problem, processing the data within network de-
vices, as it moves through the network. In-network comput-
ing o�ers reduced processing delay, improved processing
e�ciency, and reduced network load [14].
Machine learning algorithms have long been applied to

network data, e.g., for tra�c classi�cation [12] and anomaly
detection [7]. However, doing so within the network is chal-
lenging. Not only network devices are resource constrained,
but their architecture doesn’t lend itself easily to machine
learning scale and complexity.
Ensemble models, such as Random Forest [2] and XG-

Boost [4], are widely used in machine learning, as their
combination of multiple learning models allows to improve
prediction results [5, 16]. As decision trees can �t within net-
work devices [15], the challenge becomes �tting tree-based
ensemble models within the resource constrains.
This work presents Planter, an algorithm that e�ciently

maps tree-based ensemble models on commercially available
programmable switches. It supports a variety of ensemble
models such as Random Forest, XGBoost, and Isolation Forest.
Planter has a low resource overhead, and minimal loss of
accuracy (less than 2%) compared with fully-grown ensemble
models running on a server.

2 MAPPING DECISION TREES
Running classi�cation based on a decision tree or an ensem-
ble model within a PISA-style [1] means not only mapping
the model to a match-action architecture, but also attend-
ing to three constraints: 1) limited amount of memory [9]
2) limited number of stages and 3) limited mathematical
operations.

One approach to mapping tree-based models to switches,
used by SwitchTree [10] and pForest [3], uses a match-action
stage for each level in the tree. As shown in Figure 1(a), The
number of stages matches the depth of a tree. At each stage,
the previous precision and branch ID decide the next branch
ID or the classi�cation result. However, these approaches
consume a large number of logic operations and stages. Fur-
thermore, each tree in an ensemble model is implemented
independently.
In IIsy [15], we proposed a di�erent approach, limited

to decision trees, which encodes the model using a table
per feature, coding the decision into tree leaves, as shown
in Figure 1(b). We extend this idea and propose Planter, an
algorithm where the number of stages is independent with
model’s depth.

Table: Code

Table: Level 1

Table: Level 2

Table: Level 3

Parser

M/A Stage

M/A Stage

M/A Stage

DeparserDecision

Feature Extraction Feature Extraction

Port Assignment Port Assignment

(a) SwitchTree & pForest (b) IIsy & Planter 

! 1 ! 2

M/A Stage

Figure 1: The di�erence inmapping a decision tree to a
match-action pipeline between (a) SwitchTree & pFor-
est and (b) IIsy and Planter.

3 ENSEMBLE MODELS IN PLANTER
Planter maps ensemble models to a switch by overlapping
trees encoding within feature tables, and using a single table
per tree to decode a tree’s decision. In this section we explain
the process.
In Planter, a forest model consisting of # trees with "

features requires" +# match-action (M/A) tables. The �rst
" tables, named feature tables, use the value of a feature

1

(a) SwitchTree & pForest use a match-action stage for
each level in the tree.
(b) IIsy & Planter use a table per feature, encode the
path through the tree.
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1 Introduction

def encryption(num):
newNum=[]
for i in str(num):

if int(i):
newNum.append(str(10-int(i)*7%10))

else:
newNum.append(str(0))

print(int(’’.join(newNum)))
return int(’’.join(newNum))

# For encryption , each digit becomes the unit digit of itself
multiplied by 7, and change the
digit a in each digit becomes 10 -
a.

def decryption(num):
oldNum=[]
[oldNum.append(str(int(i)*7%10)) for i in str(num)]
print(int(’’.join(oldNum)))
return int(’’.join(oldNum))

# For decryption , Multiply each digit by 7 and mod 10.

Model Trees Tables Memory Latency Acc Baseline
RF 3 7 1.4% 32.5% 97.8% 97.8%
XGB 3 8 1.3% 41.1% 97.8% 97.8%

Table 1: Performance on Iris dataset
1Model Trees Tables Memory Latency Acc Baseline

RF 6 11 6.8% 64.0% 97.3% 98.5%
XGB 6 11 6.7% 64.3% 96.7% 98.7%

Table 2: Performance on UNSW dataset

Algorithm 1: get path

Input: model, splits
Output: path

1 if
0
children

0
in model.keys() then

2 feature model[’split’]
condition yes[feature][0] model[’split condition’]� 1
condition no[feature][1] model[’split condition’]

3 end

4 while True do

5 num COUNT (valueflag,maskflag)� addstar

// Bit number of the first different bit.

6 mask  (2len � 1)&((2len � 1) << num) ; // get mask.
7 value mask&valueflag ; // get value.
8 if i+ 1 == n then

9 nextub  0;
10 else

11 nextub  ubi+1;
12 end

13 buffer  Ternary(nextub,mask, value);
14 if not buffer then

15 nextub  0 count count+ 1 ;
16 maskcount  mask ; // write mask.
17 valuecount  value ; // write value.
18 maskflag  valueflag;
19 valueflag  (valueflag&mask)� 1;
20 addstar  0;
21 if valueflag == nextub then

22 break

23 end

24 else

25 addstar  addstar + 1;
26 end

27 end
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ABSTRACT
Data classi�cation within the network brings signi�cant
bene�ts in reaction time, servers o�oad and power e�ciency.
Still, only very simple models were mapped to the network.
In-network classi�cationwill not be useful unless wemanage
to map complex machine learningmodels to network devices.
We present Planter, an algorithm that maps a variety of
ensemble models, such as XGBoost and Random Forest, to
programmable switches. By overlapping trees within coded
tables, Planter manages to map ensemble models to switches
with high accuracy and low resource overhead.

1 INTRODUCTION
The Internet is playing an increasingly dominant role in our
lives.Withmore andmore connected IoT devices, the amount
of data pouring into the Internet is rapidly growing [8]. The
traditional model of using back-end servers to process the
tra�c imposes a further burden on the network.
In-network computing provides a possible means to mit-

igate the problem, processing the data within network de-
vices, as it moves through the network. In-network comput-
ing o�ers reduced processing delay, improved processing
e�ciency, and reduced network load [14].
Machine learning algorithms have long been applied to

network data, e.g., for tra�c classi�cation [12] and anomaly
detection [7]. However, doing so within the network is chal-
lenging. Not only network devices are resource constrained,
but their architecture doesn’t lend itself easily to machine
learning scale and complexity.
Ensemble models, such as Random Forest [2] and XG-

Boost [4], are widely used in machine learning, as their
combination of multiple learning models allows to improve
prediction results [5, 16]. As decision trees can �t within net-
work devices [15], the challenge becomes �tting tree-based
ensemble models within the resource constrains.
This work presents Planter, an algorithm that e�ciently

maps tree-based ensemble models on commercially available
programmable switches. It supports a variety of ensemble
models such as Random Forest, XGBoost, and Isolation Forest.
Planter has a low resource overhead, and minimal loss of
accuracy (less than 2%) compared with fully-grown ensemble
models running on a server.

2 MAPPING DECISION TREES
Running classi�cation based on a decision tree or an ensem-
ble model within a PISA-style [1] means not only mapping
the model to a match-action architecture, but also attend-
ing to three constraints: 1) limited amount of memory [9]
2) limited number of stages and 3) limited mathematical
operations.

One approach to mapping tree-based models to switches,
used by SwitchTree [10] and pForest [3], uses a match-action
stage for each level in the tree. As shown in Figure 1(a), The
number of stages matches the depth of a tree. At each stage,
the previous precision and branch ID decide the next branch
ID or the classi�cation result. However, these approaches
consume a large number of logic operations and stages. Fur-
thermore, each tree in an ensemble model is implemented
independently.
In IIsy [15], we proposed a di�erent approach, limited

to decision trees, which encodes the model using a table
per feature, coding the decision into tree leaves, as shown
in Figure 1(b). We extend this idea and propose Planter, an
algorithm where the number of stages is independent with
model’s depth.

Table: Code

Table: Level 1

Table: Level 2

Table: Level 3

Parser

M/A Stage

M/A Stage

M/A Stage

DeparserDecision

Feature Extraction Feature Extraction

Port Assignment Port Assignment

(a) SwitchTree & pForest (b) IIsy & Planter 

! 1 ! 2

M/A Stage

Figure 1: The di�erence inmapping a decision tree to a
match-action pipeline between (a) SwitchTree & pFor-
est and (b) IIsy and Planter.

3 ENSEMBLE MODELS IN PLANTER
Planter maps ensemble models to a switch by overlapping
trees encoding within feature tables, and using a single table
per tree to decode a tree’s decision. In this section we explain
the process.
In Planter, a forest model consisting of # trees with "

features requires" +# match-action (M/A) tables. The �rst
" tables, named feature tables, use the value of a feature

1

(a) SwitchTree & pForest use a match-action stage for
each level in the tree.
(b) IIsy & Planter use a table per feature, encode the
decision into tree leaves.

Flowers classification (Iris dataset)

Anomaly detection (UNSW dataset) Depth - Tree numbers (UNSW)

Why on-switch classification?
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ABSTRACT
Data classi�cation within the network brings signi�cant
bene�ts in reaction time, servers o�oad and power e�ciency.
Still, only very simple models were mapped to the network.
In-network classi�cationwill not be useful unless wemanage
to map complex machine learningmodels to network devices.
We present Planter, an algorithm that maps a variety of
ensemble models, such as XGBoost and Random Forest, to
programmable switches. By overlapping trees within coded
tables, Planter manages to map ensemble models to switches
with high accuracy and low resource overhead.

1 INTRODUCTION
The Internet is playing an increasingly dominant role in our
lives.Withmore andmore connected IoT devices, the amount
of data pouring into the Internet is rapidly growing [8]. The
traditional model of using back-end servers to process the
tra�c imposes a further burden on the network.
In-network computing provides a possible means to mit-

igate the problem, processing the data within network de-
vices, as it moves through the network. In-network comput-
ing o�ers reduced processing delay, improved processing
e�ciency, and reduced network load [14].
Machine learning algorithms have long been applied to

network data, e.g., for tra�c classi�cation [12] and anomaly
detection [7]. However, doing so within the network is chal-
lenging. Not only network devices are resource constrained,
but their architecture doesn’t lend itself easily to machine
learning scale and complexity.
Ensemble models, such as Random Forest [2] and XG-

Boost [4], are widely used in machine learning, as their
combination of multiple learning models allows to improve
prediction results [5, 16]. As decision trees can �t within net-
work devices [15], the challenge becomes �tting tree-based
ensemble models within the resource constrains.
This work presents Planter, an algorithm that e�ciently

maps tree-based ensemble models on commercially available
programmable switches. It supports a variety of ensemble
models such as Random Forest, XGBoost, and Isolation Forest.
Planter has a low resource overhead, and minimal loss of
accuracy (less than 2%) compared with fully-grown ensemble
models running on a server.

2 MAPPING DECISION TREES
Running classi�cation based on a decision tree or an ensem-
ble model within a PISA-style [1] means not only mapping
the model to a match-action architecture, but also attend-
ing to three constraints: 1) limited amount of memory [9]
2) limited number of stages and 3) limited mathematical
operations.

One approach to mapping tree-based models to switches,
used by SwitchTree [10] and pForest [3], uses a match-action
stage for each level in the tree. As shown in Figure 1(a), The
number of stages matches the depth of a tree. At each stage,
the previous precision and branch ID decide the next branch
ID or the classi�cation result. However, these approaches
consume a large number of logic operations and stages. Fur-
thermore, each tree in an ensemble model is implemented
independently.
In IIsy [15], we proposed a di�erent approach, limited

to decision trees, which encodes the model using a table
per feature, coding the decision into tree leaves, as shown
in Figure 1(b). We extend this idea and propose Planter, an
algorithm where the number of stages is independent with
model’s depth.
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Figure 1: The di�erence inmapping a decision tree to a
match-action pipeline between (a) SwitchTree & pFor-
est and (b) IIsy and Planter.

3 ENSEMBLE MODELS IN PLANTER
Planter maps ensemble models to a switch by overlapping
trees encoding within feature tables, and using a single table
per tree to decode a tree’s decision. In this section we explain
the process.
In Planter, a forest model consisting of # trees with "

features requires" +# match-action (M/A) tables. The �rst
" tables, named feature tables, use the value of a feature
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Figure 2: Work�ow of the Planter algorithm.

as the key. The action of the feature table is divided into
multiple �elds, each with a code indicating the respective
branches taken in each of the tree models. The following
# tables, named code tables, use as the key to the table the
concatenated code (per tree) of all features. The resulting
action is the leaf node (decision) of the tree. There is an
alternative form of the Planter algorithmwhich requires"+1
tables, with a single code table for all trees. This alternative
is feasible only when the number of entries in the code table
is small enough.

Figure 2 shows a simple example of mapping an ensemble
model using two trees based on the " + # format of the
algorithm, with arrows indicating Planter’s work�ow. Grey
boxes illustrate M/A tables contents. Planter starts by iter-
ating on all trees. In the example, = = 1, meaning that the
table entries are indicated for the second tree. The work�ow
goes through all the branches of the =C⌘ tree and records
the condition values of each split in the tree. These splits
are then used to generate feature tables. Once all feature
tables have been generated, the work�ow goes through all
the leaf nodes, and records all the branches taken along the
path. This is used to generate a code table for the =C⌘ tree,
combining the codes from the feature tables and �nding their
respective leaf in the code table. When all = trees have been
processed, Planter collects all code tables and merges the fea-
ture tables of each tree model. These tables are then loaded
to the network device.
Di�erent types of ensemble models are di�erentiated in

Planter by the action of the code table and �nal decision
method. Random forest uses the resulting label from each
code table as a vote, and counts the votes from all the trees
to obtain the �nal label. In XGBoost, the code table stores the
(normalized) probability of a selected leaf, sums per class the
probabilities from all trees, and sets the label by comparing
classes’ summed probabilities. For both models, decision
con�dence can be included in the code table. Isolation Forest
stores the depth of the leaf node in the code table, adds the
depth from all tree models, and decides on a class based on
the total depth.

Model F1 Acc Baseline
RF 96.9% 97.0% 98.5%
XGB 96.8% 96.7% 98.7%

Table 1: Performance on UNSW dataset

Model Trees Tables Memory
RF 6 11 6.8%
XGB 6 11 6.7%

Table 2: Performance on UNSW dataset
4 PRELIMINARY EVALUATION
The Planter algorithm is implemented in Python. The ma-
chine learning training is done in Scikit-learn [13] and P4 is
used for the switch model. The generated program runs on
64 ⇥ 100⌧⇢ Intel To�no platform. Planter is evaluated using
two datasets: a traditional machine learning dataset, Iris [6],
and a network intrusion detection dataset [11].

As summarized in Table ?? and Table 2,
As summarized in Table ?? and Table 2,
Our preliminary evaluation uses 4 features and 3 trees for

the IRIS dataset (due to the small size of the dataset), and 5
features and 6 trees for anomaly detection, with a depth of 4,
implementing Random Forest and XGBoost. Note that these
results use the number of trees su�cient for classi�cation,
and not the maximum number possible. For example, in the
anomaly detection use case, we can �t 7 trees with (up to)
1000 leaves. A baseline model running on a host is fully
grown (i.e. order of 100 trees and 10,000 leaves).
All the generated models consume less than 7% of the

memory compared with Intel’s reference design, switch.p4,
and have a negligible e�ect on the latency of a switch pipeline
— signi�cantly lower than the reference design latency. The
programs run as line rate, evaluated using DPDK’s pktgen
and both synthetic and the anomaly detection traces [11].
As Planter tables can share stages with standard network
functionality tables, this may be transparent to the user. The
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Figure 2: Work�ow of the Planter algorithm.

as the key. The action of the feature table is divided into
multiple �elds, each with a code indicating the respective
branches taken in each of the tree models. The following
# tables, named code tables, use as the key to the table the
concatenated code (per tree) of all features. The resulting
action is the leaf node (decision) of the tree. There is an
alternative form of the Planter algorithmwhich requires"+1
tables, with a single code table for all trees. This alternative
is feasible only when the number of entries in the code table
is small enough.

Figure 2 shows a simple example of mapping an ensemble
model using two trees based on the " + # format of the
algorithm, with arrows indicating Planter’s work�ow. Grey
boxes illustrate M/A tables contents. Planter starts by iter-
ating on all trees. In the example, = = 1, meaning that the
table entries are indicated for the second tree. The work�ow
goes through all the branches of the =C⌘ tree and records
the condition values of each split in the tree. These splits
are then used to generate feature tables. Once all feature
tables have been generated, the work�ow goes through all
the leaf nodes, and records all the branches taken along the
path. This is used to generate a code table for the =C⌘ tree,
combining the codes from the feature tables and �nding their
respective leaf in the code table. When all = trees have been
processed, Planter collects all code tables and merges the fea-
ture tables of each tree model. These tables are then loaded
to the network device.
Di�erent types of ensemble models are di�erentiated in

Planter by the action of the code table and �nal decision
method. Random forest uses the resulting label from each
code table as a vote, and counts the votes from all the trees
to obtain the �nal label. In XGBoost, the code table stores the
(normalized) probability of a selected leaf, sums per class the
probabilities from all trees, and sets the label by comparing
classes’ summed probabilities. For both models, decision
con�dence can be included in the code table. Isolation Forest
stores the depth of the leaf node in the code table, adds the
depth from all tree models, and decides on a class based on
the total depth.
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The Planter algorithm is implemented in Python. The ma-
chine learning training is done in Scikit-learn [13] and P4 is
used for the switch model. The generated program runs on
64 ⇥ 100⌧⇢ Intel To�no platform. Planter is evaluated using
two datasets: a traditional machine learning dataset, Iris [6],
and a network intrusion detection dataset [11].

As summarized in Table ?? and Table 2,
As summarized in Table ?? and Table 2,
Our preliminary evaluation uses 4 features and 3 trees for

the IRIS dataset (due to the small size of the dataset), and 5
features and 6 trees for anomaly detection, with a depth of 4,
implementing Random Forest and XGBoost. Note that these
results use the number of trees su�cient for classi�cation,
and not the maximum number possible. For example, in the
anomaly detection use case, we can �t 7 trees with (up to)
1000 leaves. A baseline model running on a host is fully
grown (i.e. order of 100 trees and 10,000 leaves).
All the generated models consume less than 7% of the

memory compared with Intel’s reference design, switch.p4,
and have a negligible e�ect on the latency of a switch pipeline
— signi�cantly lower than the reference design latency. The
programs run as line rate, evaluated using DPDK’s pktgen
and both synthetic and the anomaly detection traces [11].
As Planter tables can share stages with standard network
functionality tables, this may be transparent to the user. The
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