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Why on-switch classification?

White paper
Cisco public

B. Shifts in mix of devices and connections
Globally, devices and connections are growing faster (10 percent CAGR) than both the population (1.0 percent CAGR) 
and the Internet users (6 percent CAGR). This trend is accelerating the increase in the average number of devices and 
connections per household and per capita. Each year, various new devices in different form factors with increased 
capabilities and intelligence are introduced and adopted in the market. A growing number of M2M applications, 
such as smart meters, video surveillance, healthcare monitoring, transportation, and package or asset tracking, are 
contributing in a major way to the growth of devices and connections. By 2023, M2M connections will be half or 
��ãSHUFHQW�RI�WKH�WRWDO�GHYLFHV�DQG�FRQQHFWLRQV��

M2M connections will be the fastest-growing device and connections category, growing nearly 2.4-fold during the 
forecast period (19 percent CAGR) to 14.7 billion connections by 2023.

6PDUWSKRQHV�ZLOO�JURZ�WKH�VHFRQG�IDVWHVW��DW�D���SHUFHQW�&$*5��LQFUHDVLQJ�E\�D�IDFWRU�RI�������&RQQHFWHG�79V��ZKLFK�
LQFOXGH�IODW�SDQHO�79V��VHW�WRS�ER[HV��GLJLWDO�PHGLD�DGDSWHUV�>'0$V@��%OX�UD\�GLVF�SOD\HUV��DQG�JDPLQJ�FRQVROHV��ZLOO�
grow next fastest (at a little less than a 6 percent CAGR), to 3.2 billion by 2023. PCs will continue to decline (a 2.3 
percent decline) over the forecast period. However, there will more PCs than tablets throughout the forecast period 
and by the end of 2023 (1.2 billion PCs vs. 840 million tablets).

By 2023, the consumer share of the total devices, including both fixed and mobile devices, will be 74 percent, with 
business claiming the remaining 26 percent. Consumer share will grow at a slightly slower rate, at a 9.1 percent 
CAGR relative to the business segment, which will grow at a 12.0 percent CAGR.

Figure 2. Global device and connection growth

10% CAGR
2018–2023
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Globally, the average number of devices and connections per capita will grow from 2.4 in 2018 to 3.6 by 2023 (Table 2).

Among the countries that will have the highest average of per capita devices and connections by 2023 are the 
8QLWHGã6WDWHV���������6RXWK�.RUHD���������DQG�-DSDQ��������
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Exponential growth of data 
Source: The Intelligent Use of Big Data on an Industrial Scale

Growth of network connections
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Why on-switch classification?

Source: 2021 State of the Internet / Security: Phishing for FinancePhishing for Finance

Anomaly detection use case
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Why on-switch classification?

Intel® TofinoTM 6.4 Tbps 64x100Gb switch. 

1. Better energy effiency 
2. Processing speed
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Why on-switch classification?

On local GPU:

Better Position
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On-switch classification challenges

1. Limited mathematical operations
2. Limited memory
3. Limited data types 
4. Limited stages Advanced Programmable Switch

The APS Networks BF6064X-T is a dedicated platform for intelligent 
3*9<470�574,7&22.3,F�����&3)���!�)*;*1452*39E��&59:7*�9-*�+:11�'*3*ƙ98�

4+�9-*�54<*7+:1��39*1Ļ��4ƙ34Ľ��E���'58���=����'�8<.9(-E�

Data-Plane Programmability with P4 on  the 
6.4 Tbps Intel® Tofino™ ASIC: Switch and  
57.47.9.?*� 3*9<470� 97&B(� '&8*)� 43� .3):897>a
&551.(&9.43T85*(.ƙ(� 57494(418� &3)�
custom packet metadata. Create bespoke 
<.7*T85**)� 8<.9(-.3,� +:3(9.43&1.9>F�
implement load-balancing and realize NFV.

Powerful Carrier-Grade Hardware: �A4791*881>� 
run northbound SDN controller interfaces 
N��� 7:39.2*F� ,���� c� ,���� &3)� 1*,&(>� (439741T
plane protocols). Install custom software and 
applications on the switch:  Xeon 8-core CPU, 
��
�
� ���� &3)� ���
� ���F� 7*):3)&39� &3)� 
hot-swappable power supplies and fans.

Built for SDN control: � �:19.51*� )*).(&9*)� 5479� 
options for switch management enable failover 
connection to SDN controllers and logical 
8*5&7&9.43� 4+� 9-*� 8<.9(-� '*9<**3� ).A*7*39�
(4397411*78G� �:9T4+T'&3)� �9-*73*9F� (43841*�
5479� N�����OF� 9<4� )*).(&9*)� ��'� ����� 54798E

Supported speeds 10Gb to 100Gb: 
��=��a��a����'� .3� �� � �-&88.8�
���=��a���'� 47� ��
=���'� N;.&� '7*&04:9OE�

IEEE 1588v2 Precision Time Protocol: 
 3.6:*�94�9-*�����7&3,*F�<.9-�7*841:9.43�4+��38�&3)�
+7*6:*3(>� 14(0� '>� ��#�E� �.2*89&25.3,� .8� &� ;.9&1�
enabler for real-world use cases across industries. 

Switch Abstraction Layer (SAL):�  3.ƙ*)�
2&3&,*2*39�1&>*7�*3&'1*8�(:8942�&551.(&9.438�&3)�
functions to act on individual switch components; 
&114<8� (43ƙ,:7&9.43� &3)�2&3&,*2*39� 4+� 9-*� 9.2*�
8>3(-743.?&9.43�+:3(9.43�N���OH�&3)�574;.)*8�&�,����
.39*7+&(*� &3)� �ľľ����� +47� &551.(&9.43� )*;*1452*39E�

Integrated ONIE bootloader:� �>3&2.(�
updating and hardware repurposing with  
&� <.)*� (-4.(*� 4+� 45*7&9.3,� 8>89*28E�

SDN

Cross-Industry 
���� g� ��!� g� �4&)� 
&1&3(.3,� g� �&9&(*39*7�
�59.2.?&9.43� g� �551.(&9.43� �*7+472&3(*� � g�
�*(:7.9>� g��7*(.8*��.2*��9&25.3,� g� �3T
&3)�
�*9<470� �*1*2*97>� g� �*9<470� �3&1>9.(8� g�
�'8*7;&'.1.9>� g��*1.&'.1.9>� g��74:'1*8-449.3,

Telecoms 

��� �*;*1452*39� g� 
��� �39*,7&9.43� g� �4'.1*�
Network Cell Handover  
g� �39*11.,*39� �),*� g� ����

Media & Broadcast 
����9:).4�g����a�9-*73*9�g��.;*�
74-
adcast (Seamless Video Stream 
Switching) · CDN Development  · 
Video Encoding and Decoding  

Source from: Advanced Programmable Switch www.aps-networks.com
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Our goal
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What is & Why ensemble models?

From machine learning perspective
1. Robust.
2. Straight forward and explainable.
3. Adapt to different learning tasks.
4. Widely used.

From implementation perspective
1. Simple structure and operation  
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Two mapping approaches

Planter: the number of stages is independent of model’s depth. 
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SwitchTree & pForest use a
match-action stage for each
level in the tree.
IIsy & Planter encode the
model using a table per
feature, coding the decision
into tree leaves.
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Planter algorithm 
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Preliminary evaluation on Tofino 

Flowers classification (Iris dataset)

Algorithm

Changgang Zheng

May 2021

1 Introduction

def encryption(num):
newNum=[]
for i in str(num):

if int(i):
newNum.append(str(10-int(i)*7%10))

else:
newNum.append(str(0))

print(int(’’.join(newNum)))
return int(’’.join(newNum))

# For encryption , each digit becomes the unit digit of itself
multiplied by 7, and change the
digit a in each digit becomes 10 -
a.

def decryption(num):
oldNum=[]
[oldNum.append(str(int(i)*7%10)) for i in str(num)]
print(int(’’.join(oldNum)))
return int(’’.join(oldNum))

# For decryption , Multiply each digit by 7 and mod 10.

Model Trees Tables Memory Latency Acc Baseline
RF 3 7 1.4% 32.5% 97.8% 97.8%
XGB 3 8 1.3% 41.1% 97.8% 97.8%

Table 1: Performance on Iris dataset
1

Model Trees Tables Memory Latency Acc Baseline
RF 6 11 6.8% 64.0% 97.3% 98.5%
XGB 6 11 6.7% 64.3% 96.7% 98.7%

Table 2: Performance on UNSW dataset

Algorithm 1: get path

Input: model, splits
Output: path

1 if
0
children

0
in model.keys() then

2 feature model[’split’]
condition yes[feature][0] model[’split condition’]� 1
condition no[feature][1] model[’split condition’]

3 end

4 while True do

5 num COUNT (valueflag,maskflag)� addstar

// Bit number of the first different bit.

6 mask  (2len � 1)&((2len � 1) << num) ; // get mask.
7 value mask&valueflag ; // get value.
8 if i+ 1 == n then

9 nextub  0;
10 else

11 nextub  ubi+1;
12 end

13 buffer  Ternary(nextub,mask, value);
14 if not buffer then

15 nextub  0 count count+ 1 ;
16 maskcount  mask ; // write mask.
17 valuecount  value ; // write value.
18 maskflag  valueflag;
19 valueflag  (valueflag&mask)� 1;
20 addstar  0;
21 if valueflag == nextub then

22 break

23 end

24 else

25 addstar  addstar + 1;
26 end

27 end

2

Anomaly detection (UNSW dataset)

Page 12
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Figure 2: Work�ow of the Planter algorithm.

as the key. The action of the feature table is divided into
multiple �elds, each with a code indicating the respective
branches taken in each of the tree models. The following
# tables, named code tables, use as the key to the table the
concatenated code (per tree) of all features. The resulting
action is the leaf node (decision) of the tree. There is an
alternative form of the Planter algorithmwhich requires"+1
tables, with a single code table for all trees. This alternative
is feasible only when the number of entries in the code table
is small enough.

Figure 2 shows a simple example of mapping an ensemble
model using two trees based on the " + # format of the
algorithm, with arrows indicating Planter’s work�ow. Grey
boxes illustrate M/A tables contents. Planter starts by iter-
ating on all trees. In the example, = = 1, meaning that the
table entries are indicated for the second tree. The work�ow
goes through all the branches of the =C⌘ tree and records
the condition values of each split in the tree. These splits
are then used to generate feature tables. Once all feature
tables have been generated, the work�ow goes through all
the leaf nodes, and records all the branches taken along the
path. This is used to generate a code table for the =C⌘ tree,
combining the codes from the feature tables and �nding their
respective leaf in the code table. When all = trees have been
processed, Planter collects all code tables and merges the fea-
ture tables of each tree model. These tables are then loaded
to the network device.
Di�erent types of ensemble models are di�erentiated in

Planter by the action of the code table and �nal decision
method. Random forest uses the resulting label from each
code table as a vote, and counts the votes from all the trees
to obtain the �nal label. In XGBoost, the code table stores the
(normalized) probability of a selected leaf, sums per class the
probabilities from all trees, and sets the label by comparing
classes’s summed probabilities. For both models, decision
con�dence can be included in the code table. Isolation Forest
stores the depth of the leaf node in the code table, adds the
depth from all tree models, and decides on a class based on
the total depth.

4 PRELIMINARY EVALUATION
The Planter algorithm is implemented in Python. The ma-
chine learning training is done in Scikit-learn [13] and P4 is
used for the switch model. The generated program runs on
64 ⇥ 100⌧⇢ Intel To�no platform. Planter is evaluated using
two datasets: a traditional machine learning dataset, Iris [6],
and a network intrusion detection dataset [11].

Our preliminary evaluation uses 4 features and 3 trees for
the IRIS dataset (due to the small size of the dataset), and 5
features and 6 trees for anomaly detection, with a depth of 4,
implementing Random Forest and XGBoost. Note that these
results use the number of trees su�cient for classi�cation,
and not the maximum number possible. For example, in the
anomaly detection use case, we can �t 7 trees with (up to)
1000 leaves. A baseline model running on a host is fully
grown (i.e. order of 100 trees and 10,000 leaves).
All the generated models consume less than 7% of the

memory compared with Intel’s reference design, switch.p4,
and have a negligible e�ect on the latency of a switch pipeline
— signi�cantly lower than the reference design latency. The
programs run as line rate, evaluated using DPDK’s pktgen
and both synthetic and the anomaly detection traces [11].
As Planter tables can share stages with standard network
functionality tables, this may be transparent to the user. The
accuracy loss compared with models running on a server is
less than 2%, and similarly for metrics such as F1.

5 CONCLUSION AND FUTUREWORK
We present Planter, an algorithm for e�cient mapping of
ensemble models to programmable data planes. Planter in-
creases the number of trees that can be mapped to a network
device by overlapping trees within feature tables.
Planter’s development is currently focused on the opti-

mization of the algorithm: minimizing the number of entries
in code tables by optimizing the coding of nodes, and min-
imzing the number of stages used to maximize the number
of trees that can �t a pipeline. Future work will explore more
use cases, both network-focused and traditional machine
learning use cases.
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