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Internet of Things (IoT) Network

ML-based 
Analysis

Diverse use cases Heterogeneous Access Internet

5G/6G’s extremely low latency requirements + emerging attack variants in IoT

→ Fast spreading threats with changing patterns
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How to continuously learn and swiftly mitigate

emerging threat patterns in IoT network?
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Internet of Things (IoT) Network

Programmable data planes enable in-network ML-based mitigation

Diverse use cases Heterogeneous Access Internet
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What is in-network ML (inference)?
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“This is how I know to 
process packets …” 

“This is how I want to 
process packets” 

Control Plane
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Data plane forwarding device

Control Plane

Offload ML inference 
to the data plane
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From Software-Defined Networking (SDN) 
To Programmable Data Plane 

ü Flexible packet parsing
ü Immediate action to anomaly
ü Runtime reconfigurable
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In-network ML inference in Planter [1]

• A trained model → a series of inference operations on programmable pipeline 
(Match-Action table rules)

• Support common-used model: Bayes, SVM, DT, NN, …

Efficient In-Network ML Inference

Control plane

Incoming 
traffic

Update

Data plane

Forward
traffic

ML Inference

ML Train

[1] C. Zheng et al., “Automating In-Network Machine Learning,” arXiv preprint arXiv:2205.08824, 2022
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How to apply in-network ML inference to IoT gateway 
without affecting data plane service?
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Step 0: In-network ML inference in IoT gateway
• Tree model (Decision Tree/Random Forest) inferred in gateway data plane 

Initialize the mapped model within the processing pipeline (Match-Action table rules)

Proposed Design – P4Pir
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Step 1: In-band feature extraction and fast mitigation
• Customized packet parsing and feature extraction 

Extracted features » in-network ML inference  

• Threat mitigation based on inference results in data plane

Benign (label = 0) → forward 

Malicious (label = 1) → drop

Proposed Design – P4Pir
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Step 2: Proactive logging and unsupervised labeling for IoT traffic
• Proactive logging of extracted features in digests

• Unsupervised-based iForest algorithm to automate log labeling

Proposed Design – P4Pir
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Step 3: Continuous update for in-network model
• Shadow table modifications for hitless updates of in-network model 

Runtime update the retrained model without disrupting data plane functions

Proposed Design – P4Pir
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Evaluation Results

• Prototype 

P4Pi: Raspberry Pi 4 Model B + BMv2 programmable switch

• Performance

>30% accuracy á, real-time mitigation, negligible jitter, 8% á on CPU utilization
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Conclusion

We present P4Pir, an in-network ML-based analysis solution to defend against 

emerging threats on IoT gateway:  

- Accurate ML-based traffic analysis inferred within the IoT gateway 

- Swift mitigation of malicious traffic within forwarding data plane

- Continuous learning of emerging traffic patterns with runtime model updates

Further work:

- Distributed deployment of P4Pir

e.g. Federated learning… FLIP4 [1]

[1] M. Zang et al., “Federated Learning-Based In-Network Traffic Analysis on IoT Edge,” IFIP Networking 2023 - Sec4IoT, 2023
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